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Chapter

Infroducing the Agent

1

BrightStor® ARCserve® Backup is a comprehensive, distributed storage solution
for applications, databases, distributed servers, and file systems. It provides
backup and restore capabilities for databases, business-critical applications, and
network clients.

Among the backup agents BrightStor ARCserve Backup offers is the BrightStor®
ARCserve® Backup Agent for Microsoft Exchange (the agent) and the optional

BrightStor® ARCserve® Backup Agent for Microsoft Exchange-Premium Add-on
(the add-on).

m  BrightStor ARCserve Backup Agent for Microsoft Exchange — Works with
BrightStor ARCserve Backup to back up and restore Microsoft Exchange
Server (Exchange Server) databases, allowing you to ensure your messaging
solution is reliable and secure. It includes the following types of backup and
restore:

- Database Level backup and restore
- Brick Level backup and restore

m  BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium
Add-on —Installed as an optional add-on component to the BrightStor
ARCserve Backup Agent for Microsoft Exchange. It also lets you protect
Exchange Server, but is a more robust solution that maximizes performance
and power. It includes the following types of backup and restore:

- Database Level backup and restore
- Document Level backup and restore

The following sections include more information about Exchange Server, the
agent, the add-on, and the backup and restore types included with each.
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About Microsoft Exchange Server

About Microsoft Exchange Server

Microsoft Exchange Server is a centralized corporate messaging system that
enables you to manage electronic mail and other messaging tools for your
organization from a single location.

Exchange Server Organization

A Microsoft Exchange Server messaging system comprises several administrative
units, the largest of which is the organization. The organization hierarchy varies
depending on the version of Exchange Server you are using:

Exchange Server 5.5 —In Exchange Server 5.5, the organization hierarchy
includes sites (domains) that contain groups of local servers that share the
same directory information. Each server consists of the Directory and
Information Store databases:

- The Directory database includes information about an organization’s
recipients, distribution lists, servers, and messaging infrastructure.

- The Information Store database provides server-based storage, holds
users' mailboxes and public folders, and enforces security. The
information store also replicates public folders, enforces storage limits,
and delivers messages to users on the same server. It maintains
information in two databases — the public and private information stores.
The public information store maintains information stored in public
folders. The private information store maintains all messages in users'
mailboxes. For more information about Exchange Server 5.5, see your
Microsoft Exchange Server documentation.

Exchange Server 2000 and 2003 — In Exchange Server 2000 and 2003, the
organization hierarchy includes organizations, administrative groups,
servers, and storage groups. The organization is the highest level in the
hierarchy and includes the entire enterprise. An administrative group is a set
of servers that share an administrative security context. Each server in the
administrative group can have up to four storage groups. Each storage group
includes up to five database stores that can be mounted and dismounted
independently. For more information on the Exchange Server 2000 and 2003
organization hierarchy, see your Microsoft Exchange Server documentation.

Note: If you are using Exchange Server 2003 and want information on
performing Volume Shadow Copy Server backups, see the BrightStor
ARCserve Backup for Windows Microsoft Volume Shadow Copy Service Guide.
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About BrightStor ARCserve Backup Agent for Microsoft Exchange

About BrightStor ARCserve Backup Agent for Microsoft

Exchange

The agent integrates with BrightStor ARCserve Backup to let you back up and
restore Exchange Server databases and database components (such as mailboxes).
It also integrates with the Exchange Server's backup and restore API function
enabling you to perform online backups.

Backup and Restore Types to Use with the Agent

The agent offers the following types of Exchange Server backup and restore:

Database Level Backup and Restore — Use this type to back up and restore a
server's storage groups and databases and to restore the system in disaster
recovery scenarios. This type can be used only to back up an entire database
and cannot be used to perform a more granular level of backup and restore,
such as backing up individual folders.

Important! Every time you back up your Exchange Server, you should perform a
Database Level backup.

Brick Level Backup and Restore — Use this type to perform folder-level
backup and restore jobs using Messaging Application Programming Interface
(MAPI). This type is useful for recovering mailboxes and folders to original or
alternative locations. This type should be used for a granular level of backup
and restore, such as backing up individual folders, and should not be used to
back up an entire database.

Note: Brick Level backup and restore does not support Single Instance Storage
(SIS), an architecture included with Exchange Server that maintains duplicate
files with a minimum of disk, cache, and backup media overhead. As a result,
when you use Brick Level backups your backups can be equal to or larger than
the original database size.

For more information on these types, see chapters “Database Level Backup and
Restore” and “Brick Level Backup and Restore.”
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About the BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium Add-on

Benefits

The agent provides great flexibility and security when managing your data storage
requirements. It allows you to:

m  Manage backups of Exchange Server databases, mailboxes, and public folders
from a remote location.

m  Perform online database backups using Exchange Server’s backup and restore
API.

m  Schedule Exchange Server backups using the powerful Backup Manager.

m  Back up to a wide array of storage devices.

The agent is installed on the Exchange Server and handles all communication
between BrightStor ARCserve Backup and the Exchange Server database during
backup and restore. This includes preparing, retrieving, transmitting, interpreting,
and processing data packets that are sent back and forth across the network.

When BrightStor ARCserve Backup starts to back up a database or database
component, it sends a request to the agent. The agent retrieves the data from the
Exchange Server (using the Exchange Server backup and restore API functions)
and sends it to BrightStor ARCserve Backup, where the full database or the
components are backed up to your storage media. Similarly, the agent transfers
database information when data is restored from storage media.

About the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on

The add-on is an optional product that is available only if you install the agent. The
add-on offers advanced configuration options, performs folder level backups and
message level restores, and supports advanced filtering during backup. It also
maximizes performance and flexibility by supporting complete messaging single
instance storage, multi-threading, and by offering the most granular level of
restore. You should use the add-on when you want the flexibility to restore
individual objects, such as a mailbox, folder, or even a single message. The add-on
can also be used to simplify many administrative tasks, such as auditing,
migration, pruning, and aging. Using the add-on, you can back up many
messaging objects including posts, tasks, notes, journal entries, mail messages,
events, appointments, meeting requests, and contacts.
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About the BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium Add-on

Backup and Restore Types to Use with the Add-on

The add-on offers the following types of Exchange Server backup and restore:

Database Level Backup and Restore — Use this type to back up and restore a
server's storage groups and databases, and to restore the system in disaster
recovery scenarios. This type can be used only to back up an entire database
and cannot be used to perform a more granular level of backup and restore,
such as backing up individual folders.

Immportant! Every time you back up your Exchange Server, you should perform a
Database Level backup.

Document Level Backup and Restore — Use this type instead of Brick Level
backup and restore to perform folder level backups and message level
restores. It maximizes performance and flexibility by supporting SIS,
multi-threading, and advanced filtering and configuration options. This type
should be used for a granular level of backup and restore, such as backing up
individual folders, and as a supplement to Database Level backups.

Important! If you use Document Level Backup and Restore, you do not need to use
Brick Level backup and restore.

For more information on these types, see the chapters “Database Level Backup and
Restore” and “Document Level Backup and Restore.”

The add-on offers many benefits, including;:

Complete messaging single instance storage
Push agent technology

Multi-threading

Multi-streaming support

Document level restore

Migration support

Enhanced cluster support

Job continuation
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Installing the Agent

The BrightStor ARCserve Backup Agent for Microsoft Exchange, and the optional
BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium Add-on,
can be installed locally or remotely on a BrightStor ARCserve Backup client
machine. This chapter includes the information that you need to install and
configure the agent and add-on.

System Requirements

See the readme file on the installation CD-ROM for hardware and software
requirements for installing and running the agent and the add-on. Check
www.ca.com or any updates to the requirements.

Installation Prerequisites

Before installing the agent, you must satisfy the following prerequisites:

Ensure that you have Administrator privileges.
Ensure that your Exchange Server is running.

If you will be performing remote backups, ensure that File and Printer Sharing
for Microsoft Networks is enabled on the agent machine that you will be
backing up.

The NetLogon service must be started to support pass-through authentication
of account logon events for computers in a domain.
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Installation Checklist

Installation Checklist

Use the following checklist to ensure that you have met all of the prerequisites and
have all of the information that you need to complete the installation.

v’ Prerequisites

Have you verified that your system requirements meet the minimum
requirements needed to install the BrightStor ARCserve Backup? For a
list of requirements, see the readme file.

Have you verified that all installation prerequisites are complied with?

Do you know the name and password of the machine you are installing
the agent on?

Do you have administrator privileges or the proper authority to install
software on the machine where you are installing the agent?

Installing the Agent

Before you install the agent and add-on, keep the following in mind:
m  Install the agent on the server where you have Exchange Server installed.

m  Toinstall the add-on, you must also install the agent. You cannot install the
add-on separately.

m  To reduce the stress on your Exchange Server, you should have a separate
server for the Backup Manager and should not install it on the same server
where you install the agent and add-on.

The agent and add-on follow the standard installation procedure for the system
components, agents, and options of BrightStor ARCserve Backup. For the detailed
steps in this procedure, see the BrightStor ARCserve Backup Getting Started.

When installing the agent, add-on, or both, consider installing the Client Agent for
Windows and the Disaster Recovery Option. The Client Agent allows you to back
up your System State and the Disaster Recovery Option lets you recover the entire
server in case of a disaster.

When you install the agent, the CA BrightStor ARCserve Backup RPC service
(dbasvr.exe) is installed. When you install the add-on, the CA BrightStor Universal
Agent is installed. Because the add-on uses push technology and shares the
transport layer with the Client Agent for Windows, see the Configuring Windows
Client Agents section in the BrightStor ARCserve Backup Client Agents Guide for
more information about configuring network communication for the add-on.
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Installing the Agent

Installing the BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium
Add-on on a Cluster

For the add on to work properly on a cluster, the cluster resource type BrightStor
ARCserve Backup Exchange Agent Notifier must be registered and the resource
instance type BrightStor ARCserve Backup Exchange Agent Notifier must be
created. The binaries for the cluster resource type are CAExCluRes.dll and
CAExCluResEX.dll. The installation procedure registers the cluster resource type
and creates the cluster resources instance for you automatically when you install
the add on on local nodes. If you would rather register and create the cluster
resources manually, see the Registering the Cluster Resources Manually section
that follows.

After the cluster resources are registered, you must specify a common location for
the check point file. This location should be accessible from all possible nodes on
which a virtual server can potentially run. This allows job continuation and
incremental and differential jobs to properly execute even if they fail over to a
different node. To set this destination, use the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\ ComputerAssociates\BrightStor ARCserve
Backup\ ExchangeDocumentAgent\ Parameters

Value Name: <VirtualServerName>_ChkPath
Value Type: REG_SZ
Value Data: <Path>

For example, if virtual server EXVSI is using drive g: as a disk resource to store
data and virtual server EXVS2 is using drive h: as a disk resource to store data, add
the following registry key on all nodes that are possible owners of these virtual
servers.

EXVS1_ChkPath “g:\CA\Temp”
EXVS2_ChkPath “h:\CA\Temp”
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Registering the Cluster Resources Manually

When you install the add on on local nodes, the installation procedure registers
and creates the cluster resources automatically. If you would rather register and
create the cluster resources manually, use the following procedure:

1. Ensure that the agent and add on are installed on all nodes on which Exchange
Virtual Server could potentially run and the agent and add on install directory
is the same on all nodes.

2. If the resource type is not already registered, run the following command:

Cluster.exe restype "BrightStor ARCserve Backup Exchange Agent Notifier" /create
/d11l: CaExCluRes.dll /type:"BrightStor ARCserve Backup Exchange Agent Notifier"

Note: If your resource type is already registered, BrightStor ARCserve Backup
Exchange Agent Notifier is displayed under the Cluster
Configuration\ Resource Types branch in the Cluster Administrator:

F—‘}, Cluster Administrator - [SISCLUSTER (SISCLUSTER)] |
o5 Fle View Window Help =l x|
G| %[ 2y
=188 SISCLUSTER | Display Hame [ Resource DLL
Eﬂ Groups @B 1P address clusres.dl
[ % sl prlirong Metwark Name clusres.di
o Resz::g @ Local Quarum clusres.dll
5 B cluster Corfiuration @ Ditributed Transaction Coordinatar ke, di
= &P DHCP Service CluetRes.di
b @ File share clusres.di
: el Arss Connsction » | |4 Generic Application clusres.dl
i 1 Network Interfaces QDGener\c Script clusres.dil
B i) EXCHSISCLUSTER Generic Service clusres.dil
(2] Ative Groups Majority Hode Set dlusres. i
{13 Active Resources @ Microsoft Exchange HTTP Server Instance exres.dl
L2 Metwark Interfaces @ Microsoft Exchange IMAPY Server Instance exres.dl
@ Micrasoft Exchange Information Store exres.dl
ﬂ’M\cmsoft Exchange Message Transfer Agent exres.dl
@ Microsaft Exchange POP3 Server Instance exres.dl
@ Microsoft Exchange Routing Service exres.dl
@ Microsoft Exchangs SMTP Server Instance exres.dl
@ Microsoft Exchange System attendant exres.dl
@ Microsoft Search Service Instance gathercl.dl
age Queling mgclus.dil
ﬂDPhysica\ Disk. clusres.dil
@ print Spooler clusres.dil
@ volume Shadow Copy Service Task yssTask,dl
@ NS Service clnetRes.di
Brightstor ARCserve Backup Exchange Agent Notifier CAExCIURes.dll
4] |
For Help, press FL [ |

3. Run the following command to register the extension dll:

Cluster.exe/REGEXT:”C:\WINNT\cluster\CAExCluResEx.d11”
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Installing the Agent

4. Use the Cluster Administrator to create the BrightStor ARCserve Backup
Exchange Agent Notifier cluster resource instance in the Exchange Virtual
Server group. As a best practice, append the Exchange Server name to the
cluster resource instance name. For example, BrightStor ARCserve Backup
Exchange Agent Notifier - (VS1) is the cluster resource instance name and VS1
is the Exchange Server name. When the New Resource dialog opens, enter the
name and description of the resource instance, select BrightStor ARCserve
Backup Exchange Agent Notifier in the Resource type field, select the name of
your Exchange Server virtual group in the Group field, and click Next.

|. BrightStor AR Cserve Backup Exchange Agent Me

Mame: IBrightStor ARCszerve Backup Exchan

Description: IBrightStor ARCszerve Backup Exchan

Fesource type: IBrightStor ARCszerve Backup Excj

Group: I E=changeGroupl2 j

[+ Bun this resource in a separate Resource Monitor

To continue, click Next.

< Back I Mest » I Cancel |

5. When the Possible Owners dialog opens, the nodes in the cluster on which the
resource can be brought online are automatically displayed in the Possible
owners box. Click Next.

I Possible DOwners I

|. BrightStor ARCserve Backup Exchange Agent Motifier - [EXCHCLUSTERZ)

Possible owners are nodes in the cluster on which this rezource can be brought online.
Specify the possible owners for this rezource.

Ayailable nodes: Possible owners:
Mame I Mame I

fdd > | &0 EXNODET
B EXNODE2
<- Bemove |

< Back I Mest » I Cancel
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6. When the Dependencies dialog opens, click Finish to end the resource creation
process, and then click OK.

| BrightStor ARCserve Backup Exchange Agent Motifier - [EXCHCLUSTERZ)

Dependencies are resources which must be brought online by the cluster service first.
Specify the dependencies for this resource.

Ayailable rezources: Fesource dependencies:

Aadd|-> |
<- Bemove |

Fesource | Fesource | Fesc

(DDisk U

m Exchange HTTP Vi

([ Exchange IMAP4 V..

m Exchange M5 Sear...

([ Exchange POP3 Vir..

m Exchange Routing .
Exchange Server(2

(=
M
M
M
N
M
FV

P
|
3

< Back I Finizh I Cancel |

7. Open the Cluster Administrator and confirm that the BrightStor ARCserve
Backup Exchange Agent Notifier resource is displayed:

luster Administrator - [EXCHCLUSTER {exchcluster)]

Eile Wiew ‘Window Help
oA

EXCHCLUSTER. Name [ state
E' D Groups tﬂl?Dlsk U Orline
) Cluster Group tﬂl Exchange HTTP Virtual Server Instance - {EXCHCLUSTERZ) Online
‘St gm"'p ; tﬂl Exchange IMAP4 Yirtual Server Instance - (EXCHCLUSTERZ) Online
s h rnuz - tﬂl Exchange Information Store Instance - (EXCHCLUSTERZ) Online
zzh::g;:;ﬁgﬂz tﬂl Exchange MS Search Instance - (EXCHCLUISTERZ) Online
tﬂl Exchange POP3 Yirtual Server Instance - (EXCHCLUSTERZ) Online
Cluster Corfiguration tﬂl Exchange Routing Service Instance - (EXCHCLUSTERZ) Online
EXNODEL tﬂl Exchange ServerD2 IP Address Online
] EXNODEZ tﬂl Exchange Server0Z Metwork Name Online
tﬂl Exchange Server0Z System Attendant Online
tﬂl SMTP Yirtual Server Instance - (EXCHCLUSTERZ) Online
tﬂl BrightStor ARCserve Backup Exchange Agent Motifier - (EXCHCLUSTERZ)  Online

4 (KN
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8. Right-click the BrightStor ARCserve Backup Exchange Agent Notifier
resource to verify options. The options should appear similar to the following.

On the General tab:
BrightStor ARCserve Backup Exchange Agent Nol (excHC... [l B3

General | Dependenciesl Advancedl

|. BrightStor ARCserve Backup Exchange Agent Matifier - [EXCHCL

Mame: IBrightStor ARCzerve Backup Exchange Agent Motifiel

BrightStor ARCzerve Backup Exchange Agent
Motifier

EXNODEZ :
EXMODE1 todify... |

¥ Bun this resource in a separate Resource Monitor

Description:

Possible owners:

Fesource type:  BrightStor ARCserve Backup Exchange Agent Motifier

Group: ExchangelGroupl2
State: Online
Mode: ExXNODE2

QK I Cancel Lpply

Installing the Agent
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On the Dependencies tab:

BrightStor ARCserve Backup Exchange Agent Nol - (excHC... [ EH B3

General Dependencies | Advanced I

|. BrightStor ARCserve Backup Exchange Agent Matifier - [EXCHCL

Specify which resources the Cluster Service must bring online before this
resource can be brought online.

Fesource dependencies:

Mame | Fesource Type

Todify... | Eraperties |

QK I Cancel | Lpply |

On the Advanced tab:

BrightStor ARCserve Backup Exchange Agent Nol

Generall Dependencies  Advanced |

|. BrightStor ARCserve Backup Exchange Agent Matifier - [EXCHCL

" Do not restart

™ Affect the group
Threshold: |3 Period: {900 seconds
—"Looks Alive" poll interval: Yz Alive" poll interval:
& Use value from resource type & se value fram resource type
" Specify valus: " Specify valus:
IEDDD millizeconds IBDDDD millizeconds
Pending timeout: |180 zeconds

QK I Cancel | Lpply |

Note: On the Advanced tab, make sure the Affect the group checkbox is not
selected. This ensures that the state of the resource does not affect the
Exchange Server virtual group.

9. Repeat steps 2 to 6 on each node that has an Exchange Server virtual group
where you need to create the resource.
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Post-installation Tasks

If you did not configure the agent during the installation process, you must
configure it now. The following sections explain how to perform these
post-installation tasks.

Configuring Database Level and Brick Level Backup and Restore

The Exchange Agent Configuration Utility lets you configure Database Level and
Brick Level backup. Database Level configuration includes selecting a TCP/IP port
number and selecting the number of 64 KB blocks of data that are sent per data
transfer. Brick Level configuration includes creating or verifying the mandatory
backup agent service account.

Note: We strongly encourage you to use the Exchange Agent Configuration
Utility to create a backup agent service account for Brick Level backup and restore.
However, if because of the setup of your environment it is better for you to
manually create a backup agent service account, see the appendix "Manual
Configuration Information" for information on how to do so.

To configure Database Level and Brick Level backup and restore:

1. Log on to the Windows server where the Exchange Server is installed and
verify that the Exchange Server database containing the service account
mailbox is mounted.

Note: If you are configuring the agent on a cluster node, make sure that the
virtual server containing the service account mailbox is online on the local
cluster node.

2. Choose Start, All Programs, Computer Associates, BrightStor, ARCserve,
Backup Agents, Exchange Agent Configuration.

3.  When the Configuration dialog opens, you can set up Database Level
configuration and Brick Level configuration.
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¥ Backup Agent for Microsoft Exchange Configuration

Configuration [ =y

— Database Level

TCP/IP Port Numnber: IBD?4

Mumber of B4KE blocks in each TEPAP data transfer: I'I

Lk |

— Brick Lewvel Configuration

[v Configure a Backup Agent Service Account ta use with Brick Level:

Mest » I Cancel |

Database Level — These options apply only to Exchange Server Database
Level backups. The TCP/IP port number and number of 64 KB blocks in each
TCP/IP data transfer field apply to the DBAEXCHR.EXE process that is
launched by the CA BrightStor ARCserve Backup RPC service when you
perform a remote Database Level backup using the TCP socket protocol.
Although you can configure this information, you should use the defaults:

m  TCP/IP Port Number — The default is 6074. To change this, you must enter
anew port number. You must also modify the PortsConfig.cfg file on each
Backup Manager you will be using to back up your Exchange Server. For
more information on how to modify the PortsConfig.cfg file and
configuring ports for firewalls, see the BrightStor ARCserve Backup
Administrator Guide.

m  Number of 64 KB blocks in each TCP/IP data transfer- Specifies the
number of 64 KB blocks of data that are sent per data transfer. The default
is 1. Other recommended numbers are 2, 4, 8, and 16.

Brick Level Configuration-If you want to configure for Brick Level backup
and restore, check the Configure Exchange Agent to do a Brick Level Backup
box.

4. After you finish configuring, click Next.
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When the Brick Level Configuration dialog opens, either create a new account
or verify an existing account to ensure that it meets the backup agent service
account requirements, and then click Finish. For more information, see the
following procedures for creating a new Brick Level account and verifying an
existing Brick Level account.

7 3 Backup Agent for Microsoft Exchange Configuration [ | I
Brick Level Configuration

Enter the mailbox name, account name and pazsward information
far the Backup agent Service Account.

Mailbox [alias]: Idbagenl
Service Account; Idbagenl
Pazsward:

Ixxxxxxxxxxxxx

Confim Passwond:

Ixxxxxxxxxxxxx

Domain of Account: |E2K3

Create Account

¢ Back I Firizh I Cancel |

When the dialog opens confirming that you successfully created your account,
click OK.

Note: If you have problems verifying an existing account, create a new
account or see the appendix “Manual Configuration Information”.

To create a new Brick Level account:

1.

In the Mailbox field, enter a unique name for your mailbox. A unique name is
a name that does not exist in the organization as a subset of characters in
another mailbox name. For example, you cannot use the name Admin, if there
is a mailbox named Administrator in your organization.

In the Service Account field, enter a unique name for your Service Account.

In the Password field, enter a password. When entering the password, ensure
that it meets the length, complexity, and history requirements of the domain
and server you are restoring to.

In the Confirm Password field, reenter your password.
In the Domain of Account field, confirm your local domain name.

Place a check mark in the Create a new account box.
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Click Finish to create and verify the account.

Note: For Exchange Server 2000 and 2003, the mailbox is automatically
created in the first database of the first storage group on the local machine. You
can move this mailbox to any mailbox database on the local server.

For Exchange Server 2000 and 2003, when the dialog opens confirming that
your account has been added as a member to the Administrators, Backup
Operators, and Domain Admins groups, click Yes, and then click OK.

Note: For Exchange Server 5.5, your account is added, as a member, to the
Administrators Group and Backup Operators Group.

To verify an existing Brick Level account:

1
2
3
4.
5
6

In the Mailbox field, enter the name of your mailbox.

In the Service Account field, enter the name of your Service Account.
In the Password field, enter your password.

In the Confirm Password field, reenter your password.

In the Domain of Account field, confirm your local domain name.

Click Finish.
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Configuring the BrightStor ARCserve Backup Agent for Microsoft

Exchange-Premium Add-on

After you upgrade to the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on, you must configure performance and file location

settings.

To configure the add-on:

1. Choose Start, All Programs, Computer Associates, BrightStor, ARCserve

Backup Agents, Backup Agent Admin.

2. When the BrightStor Backup Agent Admin dialog opens, select CA BrightStor
ARCserve Backup Agent for Exchange-Premium in the drop-down list and

click the Configuration button.

Pork Mumber

‘ﬂ Configuration

UDF
Port Mumber 6050

BrightStor ARCserve Backup Universal Client Agent service is started.

BrightStor Backup Agent Admin s i E||£|
File Wiew Options Help
@ B O W L e o 8 | CA BrightStor ARCserve Backup Agent for Exchange-Premium | F |
= @ Agent Deskkop Fropert: | Value |
3 Local System Status Service is running.
-l Connections
-Gl Agent Status TCR/IR

: 6050
=8, Options 1P Address Selection Any available address

[ e [

3.  When the Configuration dialog opens, select the following settings:

m  Complete Messaging Single Instance Storage — This option checks to see
if attachments and messages have already been backed up and then backs
up only one copy. This eliminates the need to back up each time the
attachment and message are referenced. This can significantly decrease

the size of your backups.

m  Backup Only Local Public Folder Documents —In Exchange Server,
public folders can include multiple public folder stores on many servers
across the organization. As a result, when you select to back up a public
folder, you could be backing up many public folder stores. To save time
and maximize performance, this option lets you exclude remote public

folder documents during public folder backups.
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m  Number of Threads— This is the number of threads you want to use to
connect to MAPI per session. If you increase this number, it increases
performance, but also increases CPU utilization. The default Number of
threads value is 1.5 multiplied by the number of CPUs rounded down and
the supported range is between 1 and 64.

m  Thread Priority — This is the priority you want to set for your threads: low,
medium, or high. If you increase the priority, the operating system
increases the CPU cycles to the thread. If you increase the number of
threads in the Number of threads field, you should decrease the thread
priority to lessen the impact on your server.

m  Maximum Backup Size —To allow an efficient flow of information during
backup, data is stored in a transition queue. This setting lets you configure
the size of this queue. The default Max queue depth value is 256 items and
the supported range is between 32 and 1024.

m  Maximum Restore Size — This sets the threshold for memory that SIS
restores will use before saving objects to the temporary location you
specify. If the amount of cached SIS data exceeds this value, you can
increase the value to gain better performance. If the amount of cached SIS
data exceeds the value you select, the restore is not affected, but a
notification message appears in the activity log. The default Max Restore
memory value is half of your system RAM and the supported range is
between 32 and 1024.

m  Retry Counter— If a MAPI error or time out occurs while trying to
retrieve an object from Exchange Server, this setting lets you control the
number of times you want to retry. This is useful for when your backups
are competing with third-party applications or during periods of high
volume activity. If a MAPI error or time out occurs, the object is skipped,
but the backup continues and a notification message is displayed in the log
location you specify. The default Retry counter value is 1 and the
supported range is between 0 and 10.

m  Retry Delay —If a MAPI error or time out occurs while trying to retrieve
an object from Exchange Server, this setting lets you control the delay
between retries. This is useful when your backups are competing with
third-party applications or during periods of high volume activity. If a
MAPI error or time out occurs, the object is skipped, but the backup
continues and a notification message is displayed in the Log location you
specify. The default Retry Delay value is 0 and the supported range is
between 0 and 10.

m  Log Detail Level — Do not change this value unless directed by a trained
Computer Associates support technician. This sets the level of detail on
the debug trace and log in the log location you specify. The default Debug
Level value is 1 and the supported range is between 0 and 5.
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Job Continuation Level —If a job fails to complete, this setting lets you
skip mailboxes and root public folders that already have been backed up
and continue the job from the point of interruption. This is especially
useful for continuing jobs in the case of a cluster failover. The default Job
Continuation Level value is 1 and the supported range is between 0 and 2.
0 disables job continuation, 1 continues makeup jobs only, 2 continues any
interrupted jobs.

Note: Because job continuation begins the job at the point of interruption
and skips items that were already backed up in the original job, you
should ensure that the skipped items were backed up properly in the
original job and that they can be browsed from a restore view.

Skip Log Setting — At the end of each backup job, a summary of each
session is displayed in the Activity Log. If individual folders, messages,
and attachments are not backed up, by default, the details will be listed in
the skip log in the agent log directory. If you would rather view the skip
log information in the Activity Log or if you want to view it in the Activity
Log in addition to the skip log, this setting lets you configure the location.
The default Skip Log Setting value is 0 and the supported range is between
0 and 2. 0 logs information to the skip log only, 1 logs information to the
Activity Log only, 2 logs information to both the skip log and Activity Log.

Note: This skip log is also useful for tracking corrupt messages in an
Exchange Server.

Backup Additional User Properties —If you are using Exchange Server
2000 or 2003, this setting lets you back up a greater level of user properties
detail and determines what is restored when using the Create user if not
existing restore option. For more information on restore options, see
Restore Options in the chapter “Document Level Backup and Restore.” If
you do not enable this option, only the display name that is associated
with the mailbox is backed up. This is useful if you will be using this user
as a placeholder to perform an audit or test restore. If you do enable this
option, most additional properties, such as first name, last name, fax
number, and address information are backed up. This is useful for
migration, but will increase the backup time.

Disable Purge Option — When a backup job is created using the
time-based backup method, the Purge documents after backup option
can be enabled so that documents are automatically deleted after they are
backed up. However, since the this option should be used with caution,
you can enable the Disable Purge Option as a safety feature to override the
purge and prevent an agent from pruning an Exchange Server.

Show Brick Level —This option displays Brick Level in the Backup
Manager and Restore Manager.

Note: If you previously used Brick Level and want to restore a Brick Level
backup to an alternative location, enable this option so you can select the
correct location on the Destination tab in the Backup Manager.
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Append To Restored Mailbox — During restore, if you want to create
duplicates of existing users and mailboxes in the same organization, you
must append a string to the user and mailbox names. Enter the string you
want to append in this field. Since the maximum character limit for user
and mailbox names on some systems is 20 characters, try to keep the string
short. If you do not want to create duplicates, leave this field blank.

Log Location —If you want to change your log location from the default,
click Browse and select a new location.

Temp Location—If you want to change your temp location from the
default, click Browse and select a new location.

Configuration =

Document Level Configuration

x|

- Performance Option

[v Complete Maszaging Single Instance Storage

v Backup Only Lozl Public Folder Documents
Murmber of Threads

Thread Priority

Maximum Backup Size

Maxirmum Restore Size

gl @
= &

r~ Error Handling and Logging Option:
Retiy Counter

Retw Delay
Log Detail Lewvel
Job Continuation Level

Skip Log Setting

bl oo

i~ Other Option:
[~ Backup &dditional User Properties

™ Disable Purge Dption

™ Show Brick Level

Append To Restored Mailbox I

Log Localion |C:\Program Files\C2\BrightS tor ARCserve

Temp Location |C “Program FilessCa\BrightStor ARCserve

Browse.

Browse..

| 0K | | Cancel I ‘ Help

i

4. Click OK.
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Viewing your Remote Servers in the Backup Manager

Depending on the configuration of the server on which BrightStor ARCserve
Backup is installed, you can view remote Exchange servers from:

m  The Exchange Organization View
m  The Windows NT/2000/XP/2003 Systems object
m  The Preferred Shares/Machine object

Viewing Remote Servers from the Exchange Organization View

The Exchange Organization View provides a central display of your entire
Exchange Organization. This lets you quickly find all the remote Exchange servers
in your environment rather than having to enter each of them manually under the

Windows NT/2000/XP/2003 Systems object or Preferred Shares/Machines
object.

i@ BrightStor ARCserve Backup - [Backup - Untitled:1] =18] ]

| File  Quick Start  Configurations \Wizards Utiities  Wiew Backup ‘Window Help _|E' il
) Job Tape DB @ = )
COMPOO7 @0 @ B 2 P
Start Options  Filker Imaae., . Yiew
Source | Dast\nat\nnl Schedu\el
o Ll By NAS Servers Mame [ Tvpe Sizt
i+ Clf™ Metware Systems

=] @M\crosoft Exchange Server - Database Level(...

- Cl5 UNI% Systems o .@M\crosoft Exchange Server - Brick Level

O 5% windows 98/Me Systems
= ﬂ# ‘windows NT/Z000f%P/2003 System
{0 [ Server([COMPOOT )

[ = Preferred shares/Machines
E! Metwork.
=] Exchange Organization
-8
-0

[ERcerer: COMPOD
B server: COMPON?

HEOOoo

Database

Report
4| |

( Backup Manager

YVIZ £ Security . Mo properties available

Most Recently Used

5 a | 7|

i

Configurations
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To use the Exchange Organization View, the BrightStor ARCserve Backup
Manager must be installed on the same machine as your Exchange Server.

In the Exchange Organization View, the Exchange Server database objects are
organized in a hierarchy similar to the Exchange Server Manager.

Note: The Exchange Organization is always explicitly packaged. You must
repackage jobs if Exchange servers are added or removed from your organization.

For more information on packaging your jobs, see the BrightStor ARCserve Backup
Getting Started.

Viewing Remote Servers from the Windows NT/2000/XP/2003 Systems Object

If you installed the BrightStor ARCserve Backup Agent for Windows or the
BrightStor ARCserve Backup Agent for Microsoft Exchange Premium Add-on
components, to view remote Exchange Servers, you must add them to the
Windows NT/2000/XP/2003 Systems object in the Backup Manager.

To add a remote server to the Windows NT/2000/XP/2003 Systems object:

1. From the Quick Start menu on the BrightStor ARCserve Backup Home Page,
click Backup Manager.

2. When the BrightStor ARCserve Backup Manager opens, right-click the
Windows NT/2000/XP/2003 Systems object and select Add Machine/Object.

i BrightStor ARCserve Backup - [Backup - Untitled:1] -1l x|
l dow  Help == x|
i Job Tape OB = = |
-~ | [camPoor Fleoee | @ 9.
Start Options  Filker | Imaoe... | Miew
Source IDestlnahUnl SDheduIel
- LI g3 NAS Servers Name [ Type | si
- L= Nethifare Systems o Server ( COMPOO7 ) My Computer
ﬁ Bacin - Dl UK Systems
e = | ﬁé‘ Windows 98/Me Sysk
=, L. " e
% Restore E‘ ﬁ AL, ) Add r""l-‘:hir\E‘.l'l.:.‘tleﬂ:t.u |
= o = | Preferred SharesjMachines Add Using Auto-Discovery...
£ Media Pool H
O network
@ DEgicE E|ﬂ Exchange Organization
= O 3 server: COMPOD
g Datab ey - E B Server: COMPIO?
Report
Server
admin < | 13|
@ Alert ; § =
Windows NT/2000/XP /2003 Systems
Configurations s 4
Add Machine/Object,.,, Mo properties available
-1 Add Using Auto-
= Discovery...
¥ 1| | | H
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3. When the Add Agent dialog opens, enter the Host Name for the machine and
either enable the Use Computer Name Resolution option to automatically

search for the correct IP address each time you connect to this computer, or
enter an IP address.

Note: The machine you are adding must be running and have the Universal
Agent started.

Add a Mew Client Agent

Hoszt Mame : |HEISTN.-“-‘-.ME

i+ TCF/P

v Llze Computer Mame Besolution
Enten B address; [Ex, 122123 23 201]

. .F

PRSP

Enter |Fx intermal netwark number:
(=2 st v

Add Close | Help

Click Add. The machine is added to the Windows NT/2000/XP /2003 Systems
object.

Repeat Steps 3 and 4 for each remote Exchange Server in your environment.
Click Close.
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Viewing Remote Servers from the Preferred Shares/Machines Object
You must add remote Exchange Servers to the object Preferred Shares/Machines
in the Backup Manager if you did not install the following software:
m  BrightStor ARCserve Backup Agent for Windows
m  BrightStor ARCserve Backup Agent for Microsoft Exchange Premium Add-on

To add a remote server to the Preferred Shares/Machines Object:

1. From the Quick Start menu on the BrightStor ARCserve Backup Home Page,
click Backup Manager.

2. When the BrightStor ARCserve Backup Manager opens, right-click the
Preferred Shares/Machines Object select Add Machine/Object.

2% BrightStor ARCserve Backup - [Backup - Untitled:1] _ 5] X
@ File Quick Start  Configurations “Wizards LUtilities View Backup MWindow Help = |5 5'
i a =
e Job: Tzpe OB ( = I
- == | [COMPOO? vI @ @@ @ j ﬁl‘ -
Start Options  Filker | Imade .. | Wiew
Source |Destinat\nn| Schadu\el
=
_iﬂ‘l Job Status £| .7 NAS Servers Marne [ Type Size
o L= Netivare Systems There are no items ta display in this view,
ﬂ Backu LI# LINIY Systems
e - Ll 5 Windows 98(Me Systems
?-!4' Baciaie E| ﬂaé& Windows WNTJ2000jxP/2003 System
S
. =
Media Pool ; efohisd
@ edia Pool --ﬂ% inef Object...
e-0
= Device :
-0 B Server: COMPON
S M- E B Server: COMPOO?
Report
Server
Admin 4 | |
@ | Atert : =
@ ( Preferred Shares/Machines
Configurations s 4
W 3 i
it add Machine/0bject...| No properties available
Most Recently Used
¥ 4 | ¥ =l
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3. When the Add Object dialog opens, ensure Microsoft Windows Network is
selected in the Network Provider field and enter a share name using Uniform
Naming Convention (UNC) format (for example, \\MACHINE\SHARE) or
enter a machine name in UNC format (for example, \\MACHINE).

Add Object EHE |

Metwaork, Provider: Add

I Micrazaft Windows Metworl:, j Cloze

~ Machine Mame ar Share Mame ——— Help |

Enter a share name in UMC format;
WWHWACHIMESSHARE

ar

Enter a machine name in UMC format;
SWHACHIME

WEHCH2003M2

4. Click Add. The machine is added the Preferred Shares/Machines object.

5. Repeat Steps 3 and 4 for each machine or share you want to add.

6. Click Close.
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Chapter

Database Level Backup and
Restore

3

Database Level backup and restore protects the Exchange Server database files and
logs. It is the fundamental backup for your Exchange Server, and you should
always use it regardless of whether you use one of the other granular backup
types. You can use Database Level backups to restore Exchange Server in the event
of a system failure, database corruption, or disaster recovery scenario.

Using the Database Level backup, you can back up several types of databases,
depending on the version of Exchange Server you are using;:
m  Exchange Server 2003

- Information Store (IS)

- Site Replication Service (SRS)
m  Exchange Server 2000

- Information Store (IS)

- Key Management Service (KMS)

- Site Replication Service (SRS)
m  Exchange Server 5.5:

- Information Store

- Directory

The following sections describe how to use Database Level backups to protect
these databases.
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Database Level Backup and Restore for Exchange Server
2000 and 2003

The following sections describe how to use Database Level backup and restore for
Exchange Server 2003 and 2000.

Viewing Database Level Backup and Restore in the Backup Manager
Depending on your configuration, Microsoft Exchange Server - Database Level(IS)
appears in the Backup Manager under the following objects:
m  Windows NT/2000/XP/2003 Systems
m Preferred Shares/Machines
m  Exchange Organization
When you expand the Microsoft Exchange Server - Database Level(IS) object, you
can view your local and remote Exchange servers. When you expand a server, you

can view the databases and their components that you can protect using Database
Level backup and restore:

=-0 @ Microsoft Exchange Server - Database Level(IS)
- 218y First Starage Group
o1 B3 mailbox Store [EXCH2003N1)
o1 B Public Folder Stare (EXCH2003N1)
- E1%2g Second Storage Group
@ Micrasaoft Exchange Server - Database Level(SRS)
- O F2y SRS Storage
- 1B sRs Mo

M

Note: Microsoft Key Management Service (Exchange Server 2000 only) and
Microsoft Site Replication Service are optional and appear in the Backup Manager
only if you have them installed.

In BrightStor ARCserve Backup, the Microsoft Exchange Server - Database Level
(IS) object, Microsoft Site Replication Service object, and Microsoft Key
Management Service object includes up to four storages groups. Each storage
group includes up to five database stores.
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Backup Agent Service Account Requirements

Backing up Data

Backup Method

To perform a Database Level backup and restore job, your backup agent service
account must be a member of the following groups on the Exchange Server:

m  Administrators

m  Backup Operators

The following sections include information on the features that the BrightStor
ARCserve Backup Agent for Microsoft Exchange and the optional BrightStor
ARCserve Backup Agent for Microsoft Exchange-Premium Add-on offer when
backing up using Database Level and the procedure for how to perform a backup
using Database Level.

When you submit a backup job, you must select a backup method. The backup
method tells BrightStor ARCserve Backup how you want your data to be backed
up. When you use the agent, you can select a backup method for your Database
Level backup job at the storage group level or you can use a globally scheduled
backup method.

Important! If you select to back up only a mailbox store or public folder store without
dynamically selecting the entire storage group, the copy backup method is automatically
used so that the storage group’s logs are not affected.

To select a backup method at the storage group level, explicitly select the storage
group’s parent database object (Microsoft Exchange Server - Database Level (IS),
Microsoft Site Replication Service, or Microsoft Key Management Service object),
right-click the storage group, and select Agent Option:

You must explicitly select the database object to set backup
methods at the storage group level.

Microsoft Exchange Server - Database Level(I5)

i M B8 Public Falder Store

Note: For more information on explicit job packaging, see the BrightStor ARCserve
Backup Getting Started.
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The following dialog opens:

v Use globally scheduled backup method
— Backup Methods

Agent Options E |

Select a backup method for your Databaze Level backup job.

¥ Full Backup
Back up the entire mailbox

) Copy Backup
Same az Full Backup except do not purge log files.
£ [ncremental Backup

Back up only changes from last backup

" Differential Backup

Back up anly changes from lazt full backup

LCancel Help

The advantage of selecting a backup method at the storage group level is that it
gives you the flexibility to use a different method for different storage groups. You
can select from the following backup methods:

Use globally scheduled backup method —Enabled by default. You must
disable this option if you want to set a backup method at the storage group
level. If you do not disable this, you must select a backup method on the
Schedule tab.

Note: If you do not disable this and select Custom Schedule on the Schedule
tab, there is no difference between the full (Keep Archive Bit) and full (Clear
Archive Bit) backup methods; they both function as full.

Full Backup — This is the default. It backs up the entire database, including the
log files, and marks all of the files that have been backed up in preparation for
a subsequent incremental or differential backup. The log files are also
truncated during a full backup. The backup operation then purges, from the
Exchange Server, the committed log files it no longer needs. While the backup
is taking place, new database changes can occur, so a patch file (.pat) is created
to log these late changes. The patch file is backed up at the end of the process
along with the log files. These backed up .pat files are restored automatically
with the log files.

Note: Always perform a full backup when running the agent for the first time,
after upgrading to a Service Pack, and after performing a restore.

3-4 Agent for Microsoft Exchange Guide



Database Level Backup and Restore for Exchange Server 2000 and 2003

Multiplexing

Multi Stream

m  Copy Backup —Backs up the entire database, including the log files, but does
not mark the files as having been backed up. Use a copy backup if you want to
make a full backup of your data but do not want to disrupt any existing
incremental or differential backups.

Note: The log files are not truncated during a copy backup.

m  Incremental Backup — Backs up the log files that have changed since the last
full or incremental backup and marks them as backed up. The log files are also
truncated. When restored, the log files are applied to recreate the database at
the time of backup.

Note: Microsoft does not support incremental backups when the Circular
Logging feature is enabled. If you do not disable Circular Logging and submit
an incremental backup, the agent automatically converts the backup to full.

m  Differential Backup — Backs up the log files that have changed since the last
backup. The log files are not truncated. It does not, however, mark them as
backed up. When restored, the log files are applied to recreate the database at
the time of backup.

Note: Microsoft does not support differential backups when the Circular
Logging feature is enabled. If you do not disable Circular Logging and submit
a differential backup, the agent automatically converts the backup to full.

Multiplexing is a process in which data from multiple sources are written to the
same media simultaneously. When a job that has multiple sources is submitted
with the multiplexing option enabled, it is broken into child jobs —one for each
remote node and additional streams for each local Exchange Server storage
groups. These child jobs write data to the same media simultaneously.

For more information on multiplexing, see the BrightStor ARCserve Backup
Administrator Guide.

If your BrightStor ARCserve Backup server is equipped with multiple devices in
two or more groups, or multiple devices in one or more groups with the

BrightStor® ARCserve® Backup Enterprise Module and BrightStor® ARCserve®
Backup Tape Library Option installed, you can take advantage of the Multi Stream
option.

This option divides your backup jobs into several sub-jobs that run simultaneously
to different devices. You can have as many jobs running simultaneously as you
have devices or groups on your system.
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Database Level backup provides one stream per storage group for simultaneous
backup. The number of available tapes, drives, and storage groups determines the
number of streams that are run simultaneously during backup. You can enable the
Multi Stream option on the Destination tab in the Backup Manager:

Source  Destination | Schedulel

[~ Multiplexing Group IGHDUP3 Media I"
¥ tulti Stream o i Media Paal I 'l

Cumrent Filter [Default): Do not show empty slots

5] <slat: 1% <Blank Media> B33 <ot 73 <Blank Media>
50 <slat: 2> <Blank Media> &5 <slot: 83 <Blank Media>
55 <Slat: 3> <Blank Media>

55 <Slat: 4> <Blank Media>

55 <Slot: 5> <Blank Media>

55 <Slot: €3 <Blank Media>

If you enable the Multi Stream option when you submit a Database Level backup
job, the data is multi-streamed at the storage group level in two circumstances:

m If you submit a local job under the Windows NT/2000/XP object:

- [l -“;?L Windows MT/Z000/=P/2003 Systems
= @ B Server { EXCH2O03ML )

- Bl = Local Disk. {C:)

- b = Mew Yolume (D)

Syskem State
Microsoft Exchange Server - Brick Level
Microsoft Exchange Server - Document Level

(miyniy iy |

m  If you submit a local job under the Exchange Organization object:

== J % Exchange Organization
=@ B Server: ExCH2003M1
- M @ Microsoft Exchange

In all other circumstances, data is multi-streamed at the server level.

For more information on the Multi Stream option, see the BrightStor ARCserve
Backup Administrator Guide.
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Backup Procedure

Before you submit a Database Level backup job, make sure that the Exchange
Server databases are mounted on your server and that the Microsoft Exchange
Information Store and the CA BrightStor Backup Agent RPC Server service are
running on your server.

To back up an Exchange Server database:

1.

From the BrightStor ARCserve Backup Home Page, select the Backup
Manager from the Quick Start menu.

When the Backup Manager opens, select the Database Level objects you want
to back up (Microsoft Exchange Server - Database Level (IS), Microsoft Site
Replication Service, and Microsoft Key Management Service). If you want to
back up only certain storage groups or database stores within certain storage
groups, expand a database object and select specific groups and database
stores.

Note: You should back up an entire storage group rather than individual
database stores. Individual database stores can be restored from a backup of
an entire storage group.

Right-click the Database Level object you selected to back up and select
Remote Protocol.

When the Remote Protocol dialog opens, select one of the following remote
protocols to use for the job, and then click OK:

m  TCP/IP — The default. Establishes a connection using sockets over
TCP/1IP. To configure what port the socket uses, see Configuring Database
Level and Brick Level Backup and Restore in the chapter “Installing the
Agent.”

m VI (Virtual Interfaces) — Works with specific VI hardware environments.

m  Named Pipes — Analternative transport protocol used for legacy support.

Note: By default, the agent uses the TCP/IP protocol when performing
backups. If a problem occurs with this protocol, it automatically fails over to
the Named Pipes protocol.

If you are not planning to schedule your job to use a rotation scheme,
right-click each storage group object you are including in this job and select
Agent Option to select a backup method to use. If you do this, the storage
group’s database parent object must be explicitly selected. For more
information, see Backup Method.

Note: Always perform a full backup when running the agent for the first time.
This allows you to store a complete set of Exchange Server databases.
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10.

11.
12.

13.
14.

15.

If you want to enable CRC checking so that you can verify the integrity of your
data using the Scan utility after the backup job is performed, click the Options
button, click the Operation tab, enable the Calculate and Store CRC Value on
Backup Media option, and then click OK.

Note: For more information on CRC checking and using the Scan utility, see
Scan Media Options.

Click the Destination tab and select a backup destination.

Click the Schedule tab. If you want to use a Custom Schedule, select a Repeat
Method. If you want to use a rotation scheme, select the Use Rotation Scheme
option and set up your scheme. For more information on scheduling jobs and
rotation schemes, see the online help and the BrightStor ARCserve Backup
Administrator Guide.

Note: If you use a Custom Schedule, the Backup Method section on the
Schedule tab does not apply. For more information, see Backup Method.

Click Start.

When the Security and Agent Information dialog opens, make sure that the
correct user name and password are filled in for each object. If you need to
enter or modify a user name or password, click the Security button, make your
changes, and then click OK.

Note: The security for a Database Level backup is determined from the
security supplied for the server listed in the Object column. The security on
that server must be a part of the Administrators and Backup Operators groups.

Click OK.

When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

Enter a description for your job.

If you selected multiple sources to back up and want to set the priority in
which the job sessions initiate, click Source Priority. Use the Top, Up, Down,
and Bottom buttons to change the order in which the jobs are processed. When
you finish setting priorities, click OK.

On the Submit Job page, click OK to submit your job.
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Scanning Media

After you back up your Exchange Server database, you can use the BrightStor
ARCserve Backup Scan utility to find out what is on your media, to view
information about your media backup sessions, and, if you enabled CRC checking
during backup, to verify the integrity of the data that was written to the media.

Note: For more information on how to enable CRC checking during backup, see
Backup Procedure.

Each source that you select to back up is saved on media as an individual session.
You can scan a single session or an entire media. To view the results of the Scan job
in the Job Queue, click the Log tab.

Use the Log tab in the Options dialog to select the level of detail you see in the Job
Queue Log. You can select to see just summary information and any errors that
occurred during the scan or you can select to see each file that was backed up,
summary information, and any errors that may have occurred.
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Scan Media Options

If you enable CRC checking during backup, the following scan media options
apply to your Exchange Server backup job.

Global Options =l

Backup Media Dperation | F're.-"F'u:u&tI Job Lu:ugl Alert I

¥ Scan files with CRC verification

— Databaze

& Heport.Job Information Only

Keepz a record of thiz job in the databaze.

" Dizable Database Recording

Does not keep a record of this job in the
databasze.

Ok, I Cancel Help

On the Operation tab, enable Scan files with CRC verification if you want to scan
files with a CRC check to verify the integrity of the data that was written to the
media.
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Global Options

Backup Medial Dperationl Pre/Post  Joblog |Alert I

—Job Log Options

e

Records all of the activity that occurs while the
job iz running.

" Log Summary Dnly

Flecaords only summary infarmation [which includes
zource, destination, sezsion number, and tatals)
ahd errars.

" Log Disabled
Ma infarmation is recorded.

] 8 I Cancel Help

On the Job Log tab, select the level of detail you want to include in the log report:

m  Log All Activity —Record all of the activity that occurs while the job is running
in the Job Log.

m  Log Summary Only — Record summary information of the job (including
source, destination, session number, and totals) and errors.

m Log Disabled — Do not record any information about this job in the Job Log.

Note: You can view the log report in the Job Queue or Database Manager (Job
Records).
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Scan Media Procedure

To scan media:

1.
2.

Open the Scan utility.

Select the media you want to scan. If the media you want to scan is not
currently in a storage device, you must enter the information into the Group
and Media fields.

Enter a specific session to scan or select to scan all sessions on the media.
Click Options to specify scan options for the job.

Note: If you enabled CRC checking during backup, you must enable the Scan
files with CRC verification option if you want to verify the integrity of the
data.

Click Filter to specify filters for the job.
Click Start to submit the job.
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Restoring Data

Restore Prerequisites

The following sections include information on the prerequisites you must meet
before you perform a restore, the features that the agent offers when restoring from
a Database Level backup, and the procedure for how to perform a restore.

Before you restore, to prepare your Exchange Server, you must dismount the
database stores within all storage groups you want to restore. To do this, open the
Exchange System Manager, navigate to, and expand, the storage group you want
to restore, right-click each database store and select Dismount Store:

55 File Action Yiew ‘Window Help

-*. Exchange System Manager !E

JRETE

e | a@E s BXERE 2

5’:1 First Organization (Exchange)

-3 Global Settings

E = Servers
Bl EXCH2003M1

=l First Storage Group

- Protocols
1 Conneckors

Mailbox Stare (EXCHZ003M1)

Mame

[dLogons
_JdMailboxes
[ Full-Texk Indexing

Dismount 3
Create Full-Text Index
Stark: Incremental Population
Start Full Population

Fause Population

Stop Population

Al Tasks »

Wiew 3
Mew Window from Here

Cuk

Copy
Deleke
Rename
Refresh
Expart List. ..

Properties

Help

|Dism0unts this store

Note: You can also dismount databases automatically using the option
Automatically dismount database before restore. For more information on this

option, see Restore Options.
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Enable the feature This database can be overwritten by a restore for each of the
database stores in the Storage Groups you want to restore. To do this, open the
Exchange System Manager, navigate to, and expand, the Storage Group you want
to restore, right-click each database store and select Properties, click the Database
tab, enable the feature This database can be overwritten by a restore, and then
click OK.

Note: You can also automatically allow databases to be overwritten using the
option Allow database to be overwritten by restore. For more information on this

option, see Restore Options.

Mailbox Store (EXCH2003N1) Properties H
Detailz | Policies | Security I
General Database I Limitz I Full-Text Indexing

Exchange database:

IE:'\Program Filez“E scharvrsmdbdatahprivl.edb Browse. .

Exchange streaming databagze:

IC:'\Program FilezE schererymdbdatahpriv. stm Browse. .. |

Maintenance interval:

IHun daily fror 1:00 Ak ta 5:00 Ak ﬂ Customize...

Time of lagt full backup:
I?JEQDDB 328 PM

Time of Jast incremental backup:

IThis tppe of backup was never performed.

I Do not mount this store at start-up

[V iThis database can be ovenwritten by a restores

ak. I Cancel | Lipply | Help |

m  Ensure that all of your necessary Exchange Server services are running.

m  Ensure that the agent is installed on the same machine that has the Exchange
Server installed and that the Backup Agent RPC Server service is running.

m  Ensure that the server you are restoring to is configured exactly the same as
the original server you backed up from. If you are restoring to the original
location, the configuration is typically the same. Otherwise, use the worksheet
in the appendix “Server Configuration Worksheet” to determine what needs
to be identical. All fields in the worksheet except the Server Name field must
be the same when restoring to an alternate location.
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Restore Sets

When you back up an Exchange Server, each storage group that you select to back
up is saved on media as an individual session. To restore an Exchange Server, you
must restore all of the sessions that, when combined, completely restore the
storage group. These sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods you
used:

m  If you backed up your storage group using only the full backup method, your
restore set includes only this full session.

m  If you backed up your storage group using both full and incremental backups,
your restore set includes your full session and at least one, but up to as many
incremental sessions as you want to include. For example, in the following
backup scenario, your restore set can be full and incremental 1, full and
incremental 1 and 2, full and incremental 1, 2, and 3, or full and incremental 1,
2,3, and 4:

Full Incremental 1 | Incremental 2 | Incremental 3 | Incremental 4

m If you backed up your storage group using both full and differential backups,
your restore set includes your full session and one differential session. For
example, in the following backup scenario, your restore set can be full and
differential 1, full and differential 2, full and differential 3, or full and
differential 4:

Full Differential 1 | Differential 2 | Differential 3 | Differential 4

After you determine your restore set, you must make sure that you select the entire
set when submitting your restore job. If you use the Restore by Tree method when
scheduling your restore job, the agent simplifies this task for you. When using

Restore by Tree, all you must do is select the last incremental or differential session
in your restore set and the agent will automatically include the full session for you.

To select your restore set in the Restore Manager:

1. From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

2.  When the Restore Manager opens, select Restore by Tree in the drop-down
box underneath the Source tab.

3. Expand the server that has the storage group you backed up and select the
storage group object.
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4. Click Version History.

Yersion History

|x

up Agent
exchis’  Backup fgent
exchis' Backup fgent
exchis’  Backup Agent
exchis’ Backup Agent
exchis’  Backup fgent
exchis’ Backup Agent

Kl

Infarmation Store Incr.
Infarmation Stare Iner.
Infarmation Store Incr.
Infarmation Stare Full
Information Store Full
Infarmation Stare Full

roe | Type I Method | Flagz
exchiz’  Backup Agent Infarmation Stare Incr. Catalag
exchiz'  Backup fgent Information Store Diff. Catalog

Catalog
Catalog
Catalog
Catalog

Catalog,

Catalog

C o,

I Select I
Lancel |
Help |

2

5. When the Version History dialog opens, highlight a session in your restore set
and click Select. If your restore set includes incrementals and differentials,
simply select the last incremental or differential in the set and the agent will
automatically include the full backup for you (applies to Restore by Tree only).

Note: The most recent backups are displayed at the top of the Version History

dialog.

6. Set your restore options, select a destination, and submit the job.

Note: If you use Restore by Session rather than Restore by Tree, you must
repeat steps 1 to 6 for each session in your restore set.

Restore Options

When you create a restore job, you can choose restore options to customize the job:

Backup Agent Restore Dptions E

[+ ‘Automatically dismount database before restore:

¥ &llow database to be ovenwritten by restore

Last Backup Set Options
V' Commit after restore

¥ Apply existing logs
v Mount database after restore

[~ ‘Wait for the database to commit

Temporary location for log and patch files:

Ic:\temp

QK I Cancel Help
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The following list describes each of the restore options. When to use these options
depends on your restore set. To determine when to use each option, see Applying

Restore Options.

Automatically dismount database before restore —To prepare your
Exchange Server before you restore, you must dismount the database stores
within all storage groups that you want to restore. To do this automatically,
enable this option. For information on how to dismount databases manually,
see Restore Prerequisites.

Allow database to be overwritten by restore — Before you restore, to prepare
your Exchange Server, you must allow each database store in the Storage
Groups you want to restore to be overwritten. To do this automatically, enable
this option. For information on how do this manually, see Restore

Prerequisites.

Commit after restore — Commits the database after the restore is completed. If
you are restoring a set, use this option only when you are restoring the last
backup in the set. If this option is not selected, the database is left in an
intermediate state and is not yet usable but is ready for subsequent differential
or incremental restores.

- Apply existing logs —If you enable this, both the existing logs and any
new logs that will be restored are applied together in sequential order
when the database is committed. If you do not select this, only the new
logs will be applied (existing logs are not applied).

Important! Do not use Apply existing logs if the Exchange Server you are
restoring to is not the Exchange Server you backed up from, if the existing
database is corrupt, or if the new logs that will be restored are out of sequence with
the existing logs. If you enable this option and the agent detects that logs are out
of sequence, the agent automatically disables the option so that the job does not

fail.
- Mount database after restore — Instructs the Exchange Server to mount

the database after the restore is completed. If you would rather manually
mount your database, disable this option.

Note: If the Exchange Server fails to mount the database, check the event
log for details. If you think the Exchange Server failed to mount because of
existing logs on the server, repackage and run the restore without the
Apply existing logs option enabled.

- Wait for the database to commit—If you enable this, the agent waits for
the Exchange Server to return the commit result before finishing the
restore. This may take a long time depending on the number of logs the
Exchange Server is attempting to commit.
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m  Temporary location for log and patch files —Sets a temporary location on the
Exchange Server machine to restore logs and patch files during the restore
process. The temporary location you select must be empty before you restore
and must have enough space for all the log files being restored. After the
database commits the logs and patch files, they are deleted.

Note: If you are restoring a series of full backups, incremental backups, or
differential backups, you must use the same temporary location for all restore
jobs.

Applying Restore Options

When to use these options depends on your restore set. The following tables
describe when to use each restore option. If you restore using the Restore by Tree
method, correct restore options are automatically applied for you. If you restore
using Restore by Session, use the following information to determine when to use
each option.

If your restore set contains incremental backups:

Intermediate

Full Incrementals Last Incremental
Apply N N Y/N
Commit N N Y
Mount N N Y/N

If your restore set contains differential backups:

Full Differential
Apply N Y/N
Commit N Y
Mount N Y/N

If your restore set is a full backup:

Full
Apply Y/N
Commit Y
Mount Y/N
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Restore Procedure

To restore an Exchange Server database:

From the BrightStor ARCserve Backup Home Page, select the Restore Manager
from the Quick Start menu.

1. When the Restore Manager opens, select Restore by Tree in the drop-down
box underneath the Source tab.

Note: Both Restore by Tree and Restore by Session are supported for Database
Level restore.

2. If the backup you want to restore is local, expand the Server object, expand the
server that has the database you backed up, and select the database object. If
the backup you want to restore is remote, expand the Microsoft Windows
Network object, expand the server that has the database you backed up, and
select the database object.

3. If the most recent backup is not the backup you want to restore, click Version
History, select the version you want to restore, and click Select.

Note: If you are using a restore set, you must restore the entire set in the order
that it was backed up. If your restore set includes incrementals and
differentials, simply select the last incremental or differential in the set and the
agent will automatically include the full backup for you (applies to Restore by
Tree only). For more information on restore sets, see Restore Sets.

4. Right-click each storage group object you are including in this job and select
Agent Option to select backup options. For more information about restore

options, see Restore Options.

5. Click the Destination tab. You can restore the database objects to their original
location (default) or you can restore the database objects to an alternative
location.

Note: For Exchange Server 2003, you can select to restore to the Recovery
Storage Group, a specialized storage group you can use in addition to the
regular storage groups in Exchange Server. For more information on the
Recovery Storage Group, see your Exchange Server documentation.
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6. If you want to restore to an alternative location and have the BrightStor
ARCserve Backup Agent for Windows installed, clear the Restore files to their
original locations check box, expand the Windows NT/2000/ XP Systems
object, expand the server you want to restore to, and select the Microsoft
Exchange Server - Database Level (IS) object. If you want to restore to an
alternative location and do not have the BrightStor ARCserve Backup Agent
for Windows installed, clear the Restore files to their original locations check
box, expand the Microsoft Windows Network object, expand the appropriate
domain, expand the server you want to restore to, and select the Microsoft
Exchange Server - Database Level (IS) object.

Note: For information about restoring to an alternative location, see the
Disaster Recovery for Microsoft Exchange 2000 Server white paper on the
Microsoft web site.

7. Click Start.

8. If you are restoring to an alternative location, when the Security dialog
appears, enter the user name and password for the destination server and click
OK

9. When the Session User Name and Password dialog opens, verify or change the
user name and password for the destination Exchange Server. To change the
user name or password, select the session, click Edit, make your changes, and
then click OK.

Note: The user name must be entered in the following format:

DOMAIN\USERNAME

10. Click OK.

11. When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

12. Enter a description for your job and click OK.

Performing a Test Restore to an Alternative Location

You should perform a test restore to a backup server at least once a month and
make sure the restored database is functioning properly. This lets you test your
backup and restore strategies to assess whether you are backing up your system
accurately and to prepare for a possible disaster.

Before you can restore an Exchange Server database backup to an alternative
location, you must ensure that the server you are restoring to is configured exactly
the same as the original server you backed up from. To determine what needs to
be identical, use the worksheet in the appendix “Server Configuration
Worksheet.” Information in all fields in this worksheet except the Server Name
field must be the same on the server you are restoring to.
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To perform a test restore to an alternative location:

1.

5.

Ensure that the test server you are restoring to meets the following criteria:

- Microsoft Exchange is installed and is configured exactly the same as
the original server you backed up from.

- BrightStor ARCserve Backup and the agent are installed.

- The server is in a different domain than the domain of the server you
backed up from and it has its own Active Directory.

Open the Restore Manager, right-click the session you want to restore and
click OK.

Click the Destination tab and disable the Restore files to their original
location(s) option.

Expand the server object for your test server and select the Microsoft Exchange
Server - Database Level(IS) object.

Click Start.

Note: For information about restoring to an alternative location, see the Disaster
Recovery for Microsoft Exchange 2000 Server or Microsoft Exchange 5.5 Disaster
Recovery white paper on the Microsoft web site.

Accessing an Individual Mailbox from a Test Restore

If you do not perform a Document Level or Brick Level backup in addition to your
Database Level backup and need to restore an individual mailbox, do the
following;:

1.

Follow the above procedure for performing a test restore to an alternative
location.

Open the Exchange System Manager, expand the Mailbox Store, right-click the
Mailboxes object and select Run Cleanup Agent. Because the new domain’s
Active Directory does not contain the same users as the original domain,
mailboxes appear as disconnected.

Open the Active Directory Users and Computers dialog and create a new
account to attach the mailbox to. While creating the new account, disable the
Create an Exchange mailbox option because you must connect the user to the
restored mailbox rather than a new mailbox.

In the Exchange System Manager, right-click the name of the disabled
mailbox, select Reconnect, and then select the appropriate domain account to
link with the mailbox. This connects the mailbox to the user.
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5. When the Reconnect dialog opens, click OK.

6. When the warning replication message appears, click OK.

After you connect the mailbox to the user, the information replicates and the
restore mailbox is available in the new domain.

Disaster Recovery

If a disaster occurs, you must perform the following steps to restore the Exchange
Server:

m  For information about disaster recovery, see the Disaster Recovery for Microsoft
Exchange 2000 Server white paper on the Microsoft web site.

m  Restore the operating system on your Exchange Server and your domain
controller and ensure that the System State with Active Directory is in a
consistent state with the backup you intend to restore. The BrightStor
ARCserve Backup Disaster Recovery Option provides an automated and
efficient way for you to complete these tasks. For more information, see the
BrightStor ARCserve Backup Disaster Recovery Option Guide.

m  Ensure that the Exchange Server application is operational and that you have
the same Service Pack you had prior to the disaster.

m  Restore the databases to the Exchange Server. For instructions on how to
restore the databases to the Exchange Server, see Restore Procedure.

Database Level Backup and Restore for Exchange Server 5.5

The following sections describe how to use Database Level backup and restore for
Exchange Server 5.5.
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Viewing Database Level Backup and Restore in the Backup Manager
Depending on your configuration, Microsoft Exchange Server - Database Level
appears in the Backup Manager under the following objects:
m  Windows NT/2000/XP/2003 Systems
m Preferred Shares/Machines
m  Exchange Organization
When you expand the Database Level(IS) object, you can view your local and
remote Exchange servers. When you expand a server, you can view the databases

and their components that you can protect using Database Level backup and
restore:

= @ Microsoft Exchange Server - Database Level
- M52y Directory
[+ B 525 Inforrnation Store

When you select Directory and Information Store, the following files are backed

up:

Exchange Server Online files Directory

Database

DIR.EDB, Information Store PRIV.EDB,

DIR.PAT, PRIV.PAT,

EDBXXXXX.LOG PUB.EDB,
PUB.PAT,
EDBXXXXX.LOG

Note: The actual files that are backed up depend on the type of backup option you
select. For more information, see the Backup Method .
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Backup Agent Service Account Requirements

Backing up Data

Backup Method

To perform a Database Level backup and restore job, your backup agent service
account must be a member of the following groups on the Exchange Server:

m  Administrators

m  Backup Operators

The following sections include information on the features that the agent offers
when backing up using Database Level and the procedure for how to perform a
backup using Database Level.

When you submit a backup job, you must select a backup method. The backup
method tells BrightStor ARCserve Backup how you want your data to be backed
up. When you use the agent, you can select a backup method for your Database
Level backup job at the Directory and Information Store level or you can use a
globally scheduled backup method.

To select a backup method at the Directory and Information Store level, explicitly
select the Directory or Information Store’s parent database object, right-click the
Directory or Information Store object, and select Agent Option:

You must explicitly select the database object to set
backup methods at the Directory and Information Store

level.
Microsaft Exchange Server - Database Level

For more information on explicit job packaging, see the BrightStor ARCserve Backup
Getting Started.

3-24 Agent for Microsoft Exchange Guide



Database Level Backup and Restore for Exchange Server 5.5

The following dialog opens:

Agent Options |

Select a backup method for vour D atabaze Level backup job.

v Usze globally scheduled backup method

 Backup Methods
= FullEackup

Back up the entire mailbox

= Copy Backup
Same az Full Backup except do not purge log files.
) [neremental Backup

Back up only changes from last backup

= Differential Backup

Back up only changes from lazt full backup

Cancel Help

The advantage of selecting a backup method at the Directory and Information
Store level is that it gives you the flexibility to use a different method for each
database. You can select from the following backup methods:

m  Use globally scheduled backup method —Enabled by default. You must
disable this option if you want to set a backup method at the storage group

level. If you do not disable this, you must select a backup method on the
Schedule tab.

Note: If you do not disable this and select Custom Schedule on the Schedule
tab, there is no difference between the full (Keep Archive Bit) and full (Clear
Archive Bit) backup methods; they both function as full.

m  Full Backup — This is the default. It backs up the entire database, including the
log files, and marks all of the files that have been backed up in preparation for
a subsequent incremental or differential backup. The log files are also
truncated during a full backup. The backup operation then purges the
committed log files it no longer needs from the Exchange Server. While the
backup is taking place, new database changes can occur, so a patch file (.pat) is
created to log these late changes. The patch file is backed up at the end of the
process along with the log files. These backed up .pat files are restored
automatically with the log files.

Note: Always perform a full backup when running the agent for the first time,
after upgrading to a Service Pack, and after performing a restore.
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Backup Procedure

Copy Backup — Backs up the entire database, including the log files, but does
not mark the files as having been backed up. Use a copy backup if you want to
make a full Backup of your data but do not want to disrupt any existing
incremental or differential backups.

Note: The log files are not truncated during a copy backup.

Incremental Backup — Backs up the log files that have changed since the last
full or incremental Backup and marks them as backed up. The log files are also
truncated. When restored, the log files are applied to recreate the database at
the time of backup.

Note: Microsoft does not support incremental backups when the Circular
Logging feature is enabled. If you do not disable Circular Logging and submit
an incremental backup, the agent automatically converts the backup to full.

Differential Backup — Backs up the log files that have changed since the last
backup. The log files are not truncated. It does not however mark them as
backed up. When restored, the log files are applied to recreate the database at
the time of backup.

Note: Microsoft does not support differential backups when the Circular
Logging feature is enabled. If you do not disable Circular Logging and submit
a differential backup, the agent automatically converts the backup to full.

Before you submit a Database Level backup job, make sure that the Exchange
Server databases are mounted on your server and that the Backup Agent RPC
service is started.

To back up an Exchange Server database:

1.

From the BrightStor ARCserve Backup Home Page, select the Backup
Manager from the Quick Start menu.

When the Backup Manager appears, select the Database Level objects you
want to back up.

Note: You should back up the Directory and Information Store of a database
at the same time. However, even though you are backing up all components at
the same time, you can restore each component separately.

Right-click the Database Level object you selected to back up and select
Remote Protocol.
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10.

When the Remote Protocol dialog appears, select one of the following remote
protocols to use for the job, and then click OK:

m  TCP/IP — The default. Establishes a connection using sockets over
TCP/1IP. To configure what port socket uses, see Configuring Database
Level and Brick Level Backup and Restore in the chapter “Installing the
Agent.”

m VI (Virtual Interfaces) — Works with specific VI hardware environments.
m  Named Pipes— An alternative transport protocol used for legacy support.

Note: By default, the BrightStor ARCserve Backup Agent for Microsoft
Exchange uses the TCP/IP protocol when performing backups. If a
problem occurs with this protocol, it automatically fails over to the Named
Pipes protocol.

If you are not planning to schedule your job to use a rotation scheme,
right-click Directory and Information Store and select Agent Option to select
a backup method to use. If you do this, the database parent object must be
explicitly selected. For more information, see Backup Method .

Note: Always perform a full backup when running the BrightStor ARCserve
Backup Agent for Microsoft Exchange for the first time. This allows you to
store a complete set of Exchange Server databases.

If you want to enable CRC checking so that you can verify the integrity of your
data using the Scan utility after the backup job is performed, click the Options
button, click the Operation tab, enable the Calculate and Store CRC Value on
Backup Media option, and then click OK.

Note: For more information on CRC checking and using the Scan utility, see
Scan Media Options.

Click the Destination tab and select a backup destination.

Click the Schedule tab. If you want to use a Custom Schedule, select a Repeat
Method. If you want to use a rotation scheme, select the Use Rotation Scheme
option and set up your scheme. For more information on scheduling jobs and
rotation schemes, see the online help and BrightStor ARCserve Backup
Administrator Guide.

Note: If you use a Custom Schedule, the Backup Method section on the
Schedule tab does not apply. For more information, see Backup Method .

Click Start.

When the Security and Agent Information dialog appears, make sure that the
correct User Name and Password are filled in for each object. If you need to
enter or modify a User Name or Password, click the Security button, make
your changes, and then click OK.

Note: The security for a Database Level backup is determined from the
security supplied for the server listed in the Object column. The security on
that server must be a part of the Administrators and Backup Operators groups.
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Scanning Data

11. Click OK.

12. When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

13. Enter a description for your job.

14. If you selected multiple sources to back up and want to set the priority in
which the job sessions initiate, click Source Priority. Use the Top, Up, Down,
and Bottom buttons to change the order in which the jobs are processed. When
you finish setting priorities, click OK.

15. On the Submit Job page, click OK to submit your job.

After you back up your Exchange Server database, you can use the BrightStor
ARCserve Backup Scan utility to find out what is on your media, to view
information about your media backup sessions, and, if you enabled CRC checking
during backup, to verify the integrity of the data that was written to the media.

Note: For more information on how to enable CRC checking during backup, see
Backup Procedure.

Each source that you select to back up is saved on media as an individual session.
You can scan a single session or an entire media. To view the results of the Scan job
in the Job Queue, click the Log tab.

Use the Log tab in the Options dialog to select the level of detail you see in the Job
Queue Log. You can select to see just summary information and any errors that
occurred during the scan or you can select to see each file that was backed up,
summary information, and any errors that may have occurred.

3-28 Agent for Microsoft Exchange Guide



Database Level Backup and Restore for Exchange Server 5.5

Scan Media Options

If you enable CRC checking during backup, the following scan media options
apply to your Exchange Server backup job.

Global Options x|

Backup Media Operation | F‘rea’F‘u:-stl Job Logl Alert I

IV Scan files with CRL verification

i~ Database

% Repoit Job Information Only

Keeps a record of this job in the database.

" Disable Database Fecording

Does not keep a record of thiz job in the
database.

oK I Cancel | Help |

On the Operation tab, enable Scan files with CRC verification if you want to scan
files with a CRC check to verify the integrity of the data that was written to the
media.
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Global Options E3
Backup Medial Dperatinnl Pre/Post  Joblog |.~’-‘n.|ert I

Job Log Optiong

Recardz all of the activity that occurs while the
job iz running.
= Log Summary Orly

Records only summary infarmation [which includes
zource, destination, session number, and takals)
and erars.

" Log Disablad
Mainfarmation iz recorded.

0K I Cancel | Help |

On the Job Log tab, select the level of detail you want to include in the log report:

m  Log All Activity — Record all of the activity that occurs while the job is running
in the Job Log.

m  Log Summary Only — Record summary information of the job (including
source, destination, session number, and totals) and errors.

m Log Disabled — Do not record any information about this job in the Job Log.

Note: You can view the log report in the Job Queue or Database Manager (Job
Records).
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Scan Media Procedure

Restoring Data

Restore Prerequisites

To scan media:

1.
2.

Open the Scan utility.

Select the media you want to scan. If the media you want to scan is not
currently in a storage device, you must enter the information into the Group
and Media fields.

Enter a specific session to scan or select to scan all sessions on the media.
Click Options to specify scan options for the job.

Note: If you enabled CRC checking during backup, you must enable the Scan
files with CRC verification option if you want to verify the integrity of the
data.

Click Filter to specify filters for the job.
Click Start to submit the job.

The following sections include information on the prerequisites you must meet
before you perform a restore, the features that the BrightStor ARCserve Backup
Agent for Microsoft Exchange offers when restoring from a Database Level
backup, and the procedure for how to perform a restore.

Before you restore, you must satisfy the following prerequisites:

Ensure that the agent is installed on the same machine that has the Exchange
Server installed and that the Backup Agent RPC Server service is running.

Ensure that the server you are restoring to is configured exactly the same as
the configuration of the original server you backed up from. If you are
restoring to the original location, the configuration is typically the same.
Otherwise, for more information on restoring to an alterative location, see the
Microsoft Exchange 5.5 Disaster Recovery white paper on the Microsoft web site.
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Restore Sets

When you back up an Exchange Server, the Directory and Information Store that
you select to back up are saved on media as an individual session. To restore an
Exchange Server, you must restore all of the sessions that, when combined,
completely restore the Directory and Information Store. These sessions are called
your restore set.

The number of sessions in your restore set depends on the backup methods you
used:

m  If you backed up your Directory or Information Store using only the full
backup method, your restore set includes only this full session.

m  If you backed up your Directory or Information Store using both full and
incremental backups, your restore set includes your full session and at least
one, but up to as many incremental sessions as you want to include. For
example, in the following backup scenario, your restore set can be full and
incremental 1, full and incremental 1 and 2, full and incremental 1, 2, and 3, or
full and incremental 1, 2, 3, and 4:

Full Incremental 1 | Incremental 2 | Incremental 3 | Incremental 4

m  If you backed up your Directory or Information Store using both full and
differential backups, your restore set includes your full session and one
differential session. For example, in the following backup scenario, your
restore set can be full and differential 1, full and differential 2, full and
differential 3, or full and differential 4:

Full Differential 1 | Differential 2 | Differential 3 | Differential 4

After you determine your restore set, you must make sure that you select the entire
set when submitting your restore job. If you use the Restore by Tree method when
scheduling your restore job, the agent simplifies this task for you. When using

Restore by Tree, all you must do is select the last incremental or differential session
in your restore set and the agent will automatically include the full session for you.

To select your restore set in the Restore Manager:

1. From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

2.  When the Restore Manager opens, select Restore by Tree in the drop-down
box underneath the Source tab.

3. Expand the server that has the Directory or Information Store you backed up
and select the Directory or Information Store object.
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4. Click Version History.

Yersion History

X|

roe | Type I Methad | Flags I Select I
exchiz'  Backup fgent Information Store Incr. Catalog
exchiz' Backup Agent Infarmation Stare Diff. Catalog Cancel |
iexchiz'  Backup Agent Information Stare Full Catalo Help |
exchis’ Backup Agent Information Store [ner.
exchis'  Backup fgent Infarmation Store [ncr. Catalog
exchis’ Backup Agent Information Store Incr. Catalog
exchis’  Backup fgent Infarmation Store Ful Catalog
exchis’ Backup fgent Information Store Full Catalog, B
exchis' Backup Agent Infarration Stare Ful Catalag
Kl | i
5. When the Version History dialog opens, highlight a session in your restore set
and click Select. If your restore set includes incrementals and differentials,
simply select the last incremental or differential in the set and the agent will
automatically include the full backup for you (applies to Restore by Tree only).
6. The most recent backups are displayed at the top of the Version History
dialog.
7. Set your restore options, select a destination, and submit the job.

Note: If you use Restore by Session rather than Restore by Tree, you must
repeat steps 1 to 6 for each session in your restore set.
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Restore Options

Restore Procedure

When you create a restore job, you can choose restore options to customize the job:

Backup Agent Restore Dpktion El

I ;grase all data before restoring

¥ Start service after restoring

k. I Cancel

The agent offers the following options for restoring Exchange Server databases:

Erase all data before restoring — Erases all the data in the database. Use this
option when you are restoring to an alternative location or when you want to
delete database information on the hard disk. This is useful if you are low on
hard disk space or if your database was corrupted.

Note: This option does not apply if you are restoring only the Private
Information Store or only the Public Information Store.

Start service after restoring — Use this to automatically start the Information
Store or Directory Services after the restore job finishes. When restoring a
restore set, use this option only on the last session in the set. For more
information on restore sets, see Restore Sets.

To restore an Exchange Server database:

1.

From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

When the Restore Manager opens, select Restore by Tree in the drop-down
box underneath the Source tab.

Note: Both Restore by Tree and Restore by Session are supported for Database
Level restore.

If the backup you want to restore is local, expand the Server object, expand the
server that has the database you backed up, and select the database object. If
the backup you want to restore is remote, expand the Microsoft Windows
Network object, expand the server that has the database you backed up, and
select Directory, Information Store, or both. If you select Information Store,
you can select the Public Information Store, Private Information Store, or both
in the right-hand pane.

Note: You can see Private and Public folders only if you are restoring from a
backup session that used the full or copy backup method for the Information
Store.
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10.

If the most recent backup is not the backup you want to restore, click Version
History, select the version you want to restore, and click Select.

Note: If you are using a restore set, you must restore the entire set in the order
that it was backed up. If your restore set includes incrementals and
differentials, simply select the last incremental or differential in the set and the
agent will automatically include the full backup for you (applies to Restore by
Tree only). For more information on restore sets, see Restore Sets.

Right-click the Directory and Information Store objects you are including in
this job and select Agent Option to select backup options. For more
information or restore options, see Restore Options.

Click the Destination tab. You can restore the database objects to their original
location (default) or you can restore the database objects to an alternative
location.

If you want to restore to an alternative location and have the BrightStor
ARCserve Backup Agent for Windows installed, clear the Restore files to their
original locations check box, expand the Windows NT/2000/XP Systems
object, expand the server you want to restore to, and select the Microsoft
Exchange Server - Database Level (IS) object. If you want to restore to an
alternative location and do not have the BrightStor ARCserve Backup Agent
for Windows installed, clear the Restore files to their original locations check
box, expand the Microsoft Windows Network object, expand the appropriate
domain, expand the server you want to restore to, and select the Microsoft
Exchange Server - Database Level (IS) object.

Note: For information on restoring to an alternative location, see the Microsoft
Exchange 5.5 Disaster Recovery white paper on the Microsoft web site.

Click Start.

If you are restoring to an alternative location, when the Security dialog
appears, enter the user name and password for the destination server and click
OK

When the Session User Name and Password dialog appears, verify or change
the user name and password for the destination Exchange Server. To change
the user name or password, select the session, click Edit, make your changes,
and then click OK.

Note: The user name must be entered in the following format:

DOMAIN\USERNAME
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Disaster Recovery

11.
12.

13.

Click OK.

When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

Enter a description for your job and click OK.

Note: The agent automatically stops the appropriate Exchange Server Services
before the restore job begins. If you did not enable the Start Service After
Restore backup option, you must manually restart services after your restore
job completes.

If a disaster occurs, you must perform the following steps to restore the Exchange
Server:

Read the Microsoft Exchange 5.5 Disaster Recovery white paper on the Microsoft
web site.

Ensure that the your operating system and Exchange Server application is
operational and that you have the same Service Pack you had prior to the
disaster. The BrightStor ARCserve Backup Disaster Recovery Option provides
an automated and efficient way for you to complete these tasks. For more
information, see the BrightStor ARCserve Backup Disaster Recovery Option Guide.

Restore the databases to the Exchange Server. For instructions on how to
restore the database to the Exchange Server, see Restore Procedure.

Note: After restoring an Exchange Server 5.5 database, you may need to
perform a Directory or Information Store consistency adjustment to
completely restore your database information. The Directory or Information
Store consistency adjuster is used in disaster recovery scenarios where you
cannot restore the directory to the recovery computer, or where the
Information Store is copied to a recovery computer with a name that is
different from that of the original server. For information on performing a
consistency adjustment, see the white papers on the Microsoft web site.
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Document Level Backup and
Restore

4

Document Level backup and restore is available only if you install the BrightStor
ARCserve Backup Agent for Microsoft Exchange-Premium Add-on and should be
used in place of Brick Level backup and restore.

Document Level backup is the most powerful and flexible backup type. It offers
advanced configuration options, performs folder level backups and message level
restores, and supports advanced filtering during backup. It also maximizes
performance and flexibility by supporting complete messaging single instance
storage (SIS), multi-threading, and by offering the most granular level of restore.
You should use Document Level backup and restore when you want the flexibility
to restore individual objects, such as a mailbox, folder, or even a single message.
Document Level backup and restore can also be used to simplify many
administrative tasks, such as auditing, migration, pruning, and aging. Using
Document Level backup and restore, you can back up many messaging objects
including posts, tasks, notes, journal entries, mail messages, events, appointments,
meeting requests, and contacts.

Benefits of Document Level Backup and Restore

Document Level backup and restore offers many benefits, including:

m  Complete Messaging Single Instance Storage — Traditional Brick Level
backups scan an Exchange Server mailbox-by-mailbox. They back up copies of
individual message bodies and attachments as they arrive, without any regard
for data that may have been backed up already and without accounting for the
Exchange Server's ability to store only one copy of an attachment when it is
sent to multiple people. This results in decreased speed and performance.

Document Level backup and restore solves this problem by providing
complete single instance storage backups of attachments and message bodies.
Document level backup checks to see whether each attachment and message
body has already been backed up and backs up only one copy.
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m  Push Agent Technology — Document Level backup uses push agent
technology to increase the efficiency of your backup jobs by processing the
data at the remote client workstations rather than processing it all from the
BrightStor ARCserve Backup host server. This off loads the system resources
from the BrightStor ARCserve Backup host server and minimizes network
traffic.

Push agent technology operates on a "per job" request, which means the host
server sends an entire list of files to the remote client at one time. The push
agent then enables the remote client to take an active role in the process by
pushing all of the requested files to the host server. (Without push agent
technology, backup jobs for remote clients operate on a series of "per file"
requests — the host server has to request files from the remote client one file at
a time.)

m  Multi-threading — Document Level backup lets you take advantage of the full
capacity of multi CPU machines capable of concurrent operations. It does this
by supporting up to 64 threads per storage group and an additional 64 threads
in the public folder store for a maximum of 320 threads. This lets you make the
most of your resources and increases performance. For information on how to
configure the multi-threading settings number of threads and thread priority,
see Configuring the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on in the chapter “Installing the Agent.”

m  Multi-streaming Support —Document Level backup lets you take advantage
of the full capacity of multiple drives and high-speed RAID arrays capable of
fast concurrent backups to multiple tapes. It does this by partitioning
information into concurrent streams for parallel backups.

m  Document Level Restore — Document Level restore lets you select a storage
group, mailbox, folder, or even a particular document for restore.

m  Migration Support—Document Level backup lets you seamlessly back up
and restore documents, folders, and mailboxes between different versions of
Exchange Server, including Exchange Server 5.5, 2000, and 2003. For more
information about the guidelines on how you can restore from different
versions of Exchange Server, see Restore Locations in this chapter.

m  Enhanced Cluster Support— Document Level backup offers Active/ Active
and Active/Passive cluster support with cross cluster node failover. For more
information about installing the add-on on a cluster, see Installing the
BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium Add-on

on a Cluster in the chapter “Installing the Agent.”

m  Job Continuation—If a job fails to complete, under certain circumstances,
Document Level backup can automatically continue where the first job left off.
For information on how to configure job continuation, see Configuring the
BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium Add-on
in the chapter “Installing the Agent.”
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Viewing Document Level Backup and Restore in the Backup

Manager

For Exchange Server 2000 and 2003, depending on your configuration, Microsoft
Exchange Server - Document Level appears in the Backup Manager under the
following objects:

m  Windows NT/2000/XP/2003 Systems

m  Exchange Organization
When you expand the Document Level object, you can view its storage groups.
Each server includes up to five storage groups. For Document Level backup and

restore, Public Folders is treated as a storage group.

When you expand a storage group you can view its containing folders:

=-0a @ Microsoft Exchange Server - Document Level
- O [l First Storage Group
= O Gl Storage Group

=-O % Mailbios: Skore
= 0 2D Mailbox

; --ﬂ Calendar

- ¢» Contacts

-d % Celeted Items

- (5 Drafts

B &P Inbox

@4, Journal

- & < Notes

-B &) outhox

- A=) Sent Items

- € Tasks

-d(] Falder

=-d 9 Public Folders[First Skorage Group]
- 0] Folder

Note: If a folder has the character “\” in its name, the character is substituted with
another character in the Backup Manager for display purposes only (restored data
will have the “\” character). For example, a folder named a\ b\ c is displayed as
follows:
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For Exchange Server 5.5, Microsoft Exchange Server - Document Level appears in
the Backup Manager under the Windows NT/2000/XP /2003 Systems object and
Exchange Organization object, depending on your configuration. When you
expand the Document Level object, you can view Individual Mailboxes and Public
Folders. When you expand a mailbox or a public folder, you can view its
containing folders:

=-0 @ Microsoft Exchange Server - Document Level
= O 3 Public Folders
- B Folder
- O individual Maibaxes
= B 53 Mailbox
il 0 ¢ Calendar

-8 g» Contacts

o n | % Deleted Items
o n | Drafts

-0 &) nbox

-0 %, Journal

- < Motes

o x| Ot

-E[E] Sent Ttems
-0 € Tasks

-] Folder

R e R e R

Backup Agent Service Account Requirements

To perform a Document Level backup and restore job, your backup agent service
account must meet the following criteria on the Exchange Server:

m It must be a domain account.

m  There must be a mailbox on the Exchange Server to which you plan to back up
or restore to. This mailbox must be operational, initialized, and must have the
same name as the backup agent service account.

Note: For Exchange Server 5.5, ensure that the Windows account name is the
same name as the mailbox display name

m It must be a member of the Administrator group.

m It must be a member of the Backup Operators group.
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m It must be assigned the Exchange Full Administrator Role.

m It must be assigned the Exchange Server MAPI Owner role on every public
folder you intend to back up and restore because permissions for public
folders can vary. If a lower permission level is assigned, back up or restore
may fail or duplicate items may be restored because the backup agent service
account does not have the permission to delete original documents. To assign
this role, open the Exchange System Manager, right-click the public folder you
want to back up or restore, and select Properties. When the Properties dialog
opens, click the Permissions tab, click the Client permissions button, either
add a new client with the Owner role or modify an existing client to assign the
Owner role, and then click OK.

Backing up Data

The following sections describe the features that are available when using
Document Level backup and restore and describes how to perform a Document
Level backup and restore.

Complete Messaging Single Instance Storage

Browsing Filter

Filtering Criteria

To maximize performance during backup, enable the option: Complete
Messaging Single Instance Storage. If you enable this, the add-on checks to see if
attachments and messages have already been backed up and then backs up only
one copy. This eliminates the need to back up each time the attachment and
message are referenced and can significantly decrease the size of your backups.
For information on how to enable Complete Single Instance Storage, see
Configuring the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on in the chapter “Installing the Agent.”

To minimize the amount of time it may take and the impact on system resources
when browsing extremely large amounts of data, Document Level backup
includes a browsing filter that lets you reduce the number of items you want to
search through.

The criteria you enter can be any combination of letters and numbers, with or
without a wildcard at the end. If you do not enter a wildcard, the add-on performs
a substring search and finds all folders that have the criteria you entered
somewhere in the file name. For example, if you enter “min”, all folders that
contain the letters “min” somewhere in the file name are displayed, such as
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“Minutes”, “ Administrator”, and “Admin”. If you enter a wildcard at the end of
your criteria, the add-on performs a prefix string search and finds only the folders
that have the criteria you entered as the prefix of the file name. For example, if you
enter “Admin*”, only the files that begin with “Admin” are displayed, such as

“ Administrator” and “Admin26”.

Browsing Filter x|

T he object you zelected containe 2599 items.

[f pou want ta reduce the number of items that will be dizplayed,
zelect a browszing filker.

— Browsing Filter

¥ Dizplay only the items that match the following criteria

||:E|:|

[T Dizplay only the items in the Following range:

Eram: To
|1 2599

~ Preferences

Enable the brawsing filker anly if there are mare items
2 than:

|1 0o

(] I Cancel Help

You can select from the following filters:

m  Display the items that match the following pattern — Enable this to only
display the items that match the criteria you specify.

m Display the items in the following range — Enable this to select a numeric
range of items to be returned.
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Backup Method

Enable the browsing filter only if there are more items than — The browsing
filter is automatically displayed when there are more than 500 items. Enter a
new number in this field if you want to adjust this numeric threshold.

Note: You can also adjust the numeric threshold by creating a value under the
following registry key:

HKEY_CURRENT_USER\Software\ComputerAssociates\BrightStor ARCserve
Backup\Base\ASMgr\DBAEXSIS

Value Name: MaxItemsDisplayed
Value Type: REG_DWORD
Value Data (Base Decimal):Desired threshold

When you submit a backup job, you must select a backup method. The backup
method tells BrightStor ARCserve Backup how you want your data to be backed
up. When you use the add-on, you can select a backup method for your Document
Level backup job at the Microsoft Exchange Server - Document Level or you can
use a globally scheduled backup method.

To select a backup method at the Document Level, right-click Microsoft Exchange
Server - Document Level and select Agent Option:

- [ % Microsoft Exchange Server - Brick Level
-1

Security. ..
Filter ...

Microsaft Exchange Server - Document Leve
- I ;g First Storage Group

- O 9 Public Falders[Firsk Skarage Graup]

Agent OpLions. ..
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The following dialog opens:

Agent Options E

Select a backup method for pour Document Level backup job

[~ Use globally scheduled backup method
~ Backup Methods

" Full Backup
Back up the entire mailbox

" Incremental Backup
Back up only changes from last backup

" Differential Backup
Back up only changes from last full backup

' Time-Eased Backup
Back up mailbox contents Inewe[ tharn 'l
C | znovzms >
o

i days prior to when the job runs.

[~ Purge documents after backup

Ok I Lancel | Help |

The advantage of selecting a backup method at the Document Level is that it gives
you the flexibility to use a separate method for the Document Level backup
portion of your job. You can select from the following backup methods:

Use globally scheduled backup method —Enabled by default. You must
disable this option if you want to set a backup method at the Document Level.
If you do not disable this, you must select a backup method on the Schedule
tab.

Note: If you do not disable this and select Custom Schedule on the Schedule
tab, there is no difference between the full (Keep Archive Bit) and full (Clear
Archive Bit) backup methods, they both function as full.

Full Backup — Backs up all documents.

Incremental Backup — Backs up all documents created or modified since the
last full or incremental backup. If no full backup has been performed, all
documents are backed up.

Differential Backup — Backs up all documents created or modified since the
last full backup. If no full backup has been performed, all documents are
backed up.
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Time-Based Backup — Backs up all documents newer than or older than a
certain point in time. This point in time can either be a specific date or a
number of days prior to when the job runs. If you select a number of days prior
to when the job runs, the backup period is a moving window that stays relative
to the time at which the job runs.

Note: If you select a specific date, 12:00 AM is the default time used and
BrightStor ARCserve Backup automatically adjusts for daylight savings and if
there is a time zone difference between the server that is running the
BrightStor ARCserve Backup Manager and the server that has the add on
installed. If you select the number of days prior to when the job runs, the exact
time the job runs is the default time used.

-  Purge documents after backup — Automatically deletes documents after
they are backed up. This is useful for pruning and aging an Exchange
Server. For example, you can use this option to back up and delete
documents older than three years, thus reducing the size of your Exchange
Server.

Important! This option should be used with caution since it will delete all
documents that were backed up.

As an additional safety feature, you can prevent an agent from pruning an
Exchange Server by enabling the Disable Purge Option. For more
information on this option, see Configuring the BrightStor ARCserve
Backup Agent for Microsoft Exchange-Premium Add-on in the chapter
“Installing the Agent.”
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Backup Filters

Document Level backup includes backup filters that give you the flexibility to
exclude specific mailboxes, folders, or attachments from your backup job. In
addition, you can set default filters, which is useful if you consistently use the same
filters and do not want to have to set them every time you run a Document Level
backup job.

To select a backup filter, right-click Microsoft Exchange Server - Document Level
and select Filter:

Backup Filter I

Mailbio: | Folder I Attachmentl

 Mailbox E zclude Filter

Exclude mailboxes that match the specified criteria. Enter a mailbox name ar
uze wildoards [eg. a%)

Mailbox Exclude Criteria;

oK | Cancel | Help I

m  On the Mailbox tab —In the Mailbox Exclude Criteria field, enter the name of
the mailbox that you want to exclude or the criteria that you want the add-on
to use to exclude certain mailboxes, and then click Add. For information about
filtering criteria, see Filtering Criteria.
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Mailbow  Folder | Attachment I

> |

i Folder Exclude Filter

wildcards [eq. a%)

Fuolder Exclude Critena:

Exclude folders that match the specified criteria. Enter a folder name or uze

bod |

W Exclude the default folders selected below:

Remove |

O Calendar O Inbox
O Contacts & Journal
O Deleted ltemz O Motes
O Dirafts & Outbox

O Sent ltems
O Tasks

Set b Default Filker |

)4 I Cancel | Help |

On the Folder tab — In the Folder Exclude Criteria field, enter the name of the
folder that you want to exclude or the criteria that you want the add-on to use
to exclude certain folders, and then click Add. For information about filtering

criteria, see Filtering Criteria.

If you want to exclude default folders, enable the Exclude the Default Folders
selected below option and place a check mark next to the particular folder you

want to exclude.
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Multiplexing

Backup Filter |

Mailbox | Folder  Attachment

—Attachment Exclude Filker

Exclude attachments that match the specified critenia. Enter attachment
extenzions, for example bt

Attachment Exclude Criteria:

st Add

Bemove |

¥ Erclude attachments with size bigger than masimum size

Mawimum Size [MB] I E_|:

SetAs Defaut Fiter | ok | Concel | Hep |

On the Attachment tab — In the Attachment Exclude Criteria field, enter the
extension type of the attachments that you want to exclude, and then click
Add. For example, if you want to exclude text file attachments, enter txt and

click Add.

If you want to exclude attachments that exceed a certain size limit, enable the
Exclude attachments with size bigger than maximum size option and select the
maximum size. When selecting the maximum size, allow a small margin of
leeway since the size displayed by some email clients may slightly differ from
the size read from the Exchange Server.

Note: The settings on the Attachment tab do not apply to embedded
messages.

Multiplexing is a process in which data from multiple sources is written to the
same media simultaneously. When a job that has multiple sources is submitted
with the multiplexing option enabled, it is broken into child jobs — one for each
storage group. These child jobs write data to the same media simultaneously. If
you enable multiplexing, Document Level backups from one or more storage
groups on one or more machines can be backed up simultaneously in a single job
to one device.

For more information on multiplexing, see the BrightStor ARCserve Backup
Administrator Guide.
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Multi Stream

If your BrightStor ARCserve Backup server is equipped with multiple devices in
two or more groups or multiple devices in one or more groups with the BrightStor
ARCserve Backup Enterprise Module and BrightStor ARCserve Backup Tape
Library Option installed, you can take advantage of the Multi Stream option. This
option divides your backup jobs into several sub-jobs that run simultaneously to
different devices. You can have as many jobs running simultaneously as you have
devices or groups on your system. Document Level backup provides one to five
streams for simultaneous backup (for Exchange Server 5.5, only two streams are
supported). The available number of tapes, drives, and storage groups determines
the number of streams that are run simultaneously during backup. You can enable
the Multi Stream option on the Destination tab in the Backup Manager:

Source  Destination | Schedulel

[~ Multiplexing Group IGHDUP3 Media I"
¥ tulti Stream o Media Paal I 'l
E--HF Groups Cumrent Filter [Default): Do not show empty slots
{8 GROUPL ) <Slot; 1 <Blank Media> &8 <slt: 73 <Blank Media>
.8 GROUP3 ) <slot; 2 <Blark Media> &8 <slt: 83 <Blank Media>

55 <Slat: 3> <Blank Media>
55 <Slat: 4> <Blank Media>
55 <Slot: 5> <Blank Media>
55 <Slot: €3 <Blank Media>

For more information on the Multi Stream option, see the BrightStor ARCserve
Backup Administrator Guide.

Backup Procedure

Before you submit a Document Level backup job, make sure that the Exchange
Server services are started on your server and that the CA BrightStor Universal
Agent is started.

To back up an Exchange Server using Document Level backup:

1. From the BrightStor ARCserve Backup Home Page, select the Backup
Manager from the Quick Start menu.

2. When the Backup Manager opens, expand the Microsoft Exchange Server
Document Level object to select the items that you want to back up.

Note: Special mailboxes, such as Mail Connectors, System Attendant, Internet
Mail Service, and MS Schedule+, cannot be selected for backup. These are
special system mailboxes and should not be backed up. Hidden mailboxes also
cannot be backed up.
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10.
11.

12.
13.

14.

If the Browsing Filter opens (the browsing filter is automatically displayed
when there are more than 500 items), set filters to specify the items you want
to search through and click OK. For more information on the browsing filters,

see Browsing Filter.
Select the items that want to back up.

To select a backup method at the Document Level, right-click Microsoft
Exchange Server - Document Level, select Agent Option, select a backup
method, and then click OK. For more information about backup methods, see

Backup Method.

If you want to exclude mailboxes, folders, or attachments from your backup
job, right-click Microsoft Exchange Server -Document Level, select Filter, set
up your filters, and then click OK. For more information on filters, see Backup
Filters.

If you want to enable CRC checking so that you can verify the integrity of your
data by using the Scan utility after the backup job is performed, click the
Options button, click the Operation tab, enable the Calculate and Store CRC
Value on Backup Media option, and then click OK.

Note: For more information on CRC checking and using the Scan utility, see
Scan Media Options.

Click the Destination tab and select a backup destination.

Click the Schedule tab. If you want to use a Custom Schedule, select a Repeat
Method and, if you did not select a backup method at the Document Level,
select a backup method. If you want to use a rotation scheme, select the Use
Rotation Scheme option and set up your scheme. For more information on
scheduling jobs and rotation schemes, see the online help and the BrightStor
ARCserve Backup Administrator Guide.

Click Start.

When the Security and Agent Information dialog opens, make sure that the
correct user name and password are filled in for each object. If you need to
enter or modify a user name or password, click the Security button, make your
changes, and then click OK.

Click OK.

When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

Enter a description for your job.

4-14  Agent for Microsoft Exchange Guide



Backing up Data

Logging

15. If you selected multiple sources to back up and want to set the priority in
which the job sessions initiate, click Source Priority. Use the Top, Up, Down,
and Bottom buttons to change the order in which the jobs are processed. When
you finish setting priorities, click OK.

16. On the Submit Job page, click OK to submit your job.

After you submit your backup job, you can go to the Job Status Manager and
double-click the active job to view real-time job properties. If you have Complete
Messaging Single Instance Storage enabled, all of the fields related to size will
reflect the size prior to single instance storage optimization. The actual size of the
backup after single instance storage optimization opens in the Activity Log and is
labeled “(xx)MB Written to Media”.

At the end of each backup job, a summary of each session is displayed in the
Activity Log. Depending on what occurs during backup, the summary includes
messages with the following information:

The status of the job. Depending on what you selected to back up and what
occured during the backup job, you will receive one of three statuses:

Successful — All selected mailboxes and root public folders were backed
up.
Incomplete —One or more of the selected mailboxes and root public

folders were backed up. At least one mailbox or root public folder failed
to back up.

Failed — No selected mailboxes and root public folders were backed up.

Note: Individual folders, messages, and attachments do not affect the
status of the job. If these items are not backed up, the details will be listed
in the skip log in the agent log directory. If you would rather view the skip
log information in the Activity Log or if you want to view it in the Activity
Log in addition to the skip log, you can change the value of the Skip Log
Setting. For more information on the Skip Log Setting, see Configuring the
BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium
Add-on in the chapter “Installing the Agent.” This skip log is also useful
for tracking corrupt messages in an Exchange Server.

The number of root public folders, mailboxes, folders, and documents that
were backed up successfully

The amount of data that was backed up

The amount of data that was written to media

The amount of size reduction achieved through Complete Messaging Single
Instance

The number of items that were skipped
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m  The number of mailboxes that failed to back up
m  The number of root public folders that failed to back up
m  The status of the session has changed

m Instructions on how to resolve an issue

Scanning Media

After you back up your Exchange Server database, you can use the BrightStor
ARCserve Backup Scan utility to find out what is on your media, to view
information about your media backup sessions, and, if you enabled CRC checking
during backup, to verify the integrity of the data that was written to the media.

Note: For more information on how to enable CRC checking during backup, see
Backup Procedure.

Each source that you select to back up is saved on media as an individual session.
You can scan a single session or an entire media. You can view the results of the
Scan job in the Job Queue by clicking the Log tab.

Use the Log tab in the Options dialog to select the level of detail you see in the Job
Queue Log. You can choose to see just summary information and any errors that
occurred during the scan or you can choose to see each file that was backed up,
summary information, and any errors that may have occurred.
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Scan Media Options

If you enable CRC checking during backup, the following scan media options
apply to your Exchange Server backup job:

Global Options x|

Backup Media Operation | F're.n"F'DstI Job LDgI Alert I

¥ Scan files with CRL verification

~ Databaze

&' Report Job Information Only
F.eeps a record of this job in the database.

" Disable Database Recording

Does not keep a record of thiz job in the
databaze,

ok I Cancel | Help |

On the Operation tab, enable Scan files with CRC verification if you want to scan
files with a CRC check to verify the integrity of the data that was written to the
media.
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Global Options |

Backup Medial Dperatiu:unl Pre/Post  Joblog |Alert I

—Job Log Options

Fecords all of the activity that occurs while the
job iz running.
™ Log Summary Only

Records only summary information [which includes
zource, destination, sezzion number, and totals]
and ermors,

" Log Dizabled
Mo information iz recorded.

Ok I Cahcel Help

On the Job Log tab, select the level of detail you want to include in the log
report:

m  Log All Activity —Record all of the activity that occurs while the job is
running in the Job Log.

m  Log Summary Only —Record summary information of the job (including
source, destination, session number, and totals) and errors.

m Log Disabled — Do not record any information about this job in the Job
Log.

Note: You can view the log report in the Job Queue or Database Manager (Job
Records).
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Scan Media Procedure

To scan media:

1.
2.

Restoring Data

Open the Scan utility.

Select the media you want to scan. If the media you want to scan is not
currently in a storage device, you must enter the information into the Group
and Media fields.

Enter a specific session to scan, or scan all sessions on the media.
Click Options to specify scan options for the job.

Note: If you enabled CRC checking during backup, you must enable the Scan
files with CRC verification option if you want to verify the integrity of the
data.

Click Filter to specify filters for the job.
Click Start to submit the job.

The following sections include information about the prerequisites you must meet
before you perform a restore, the features that the add-on offers when restoring
from a Document Level backup, and the procedure for how to perform a restore.

Restore Prerequisites

Before you restore, you must satisfy the following prerequisites:

The Exchange Server must be running and the storage groups and mailbox
stores that you are restoring to must already exist (they are not created at
restore time).

The account you are using to restore must meet the backup agent service
account requirements for the machine you are restoring to. For information on
these requirements, see Backup Agent Service Account Requirements.
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Restore Sets

When you back up an Exchange Server, each storage group that you select to back
up is saved on media as an individual session. To restore an object, you should
restore all of the sessions that, when combined, give you the most up-to-date
version. These sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods you
used:

m  If you backed up your storage group using only the full backup method, your
restore set includes only this session.

m  If you backed up your storage group using both full and incremental backups,
your restore set includes the session from the full backup and at least one, but
up to as many sessions from the incremental backup as you want to include.
For example, in the following backup scenario, your restore set can be full and
incremental 1, full and incremental 1 and 2, full and incremental 1, 2, and 3, or

full and incremental 1, 2, 3, and 4:

Full Incremental 1 | Incremental 2 | Incremental 3 | Incremental 4

m  If you backed up your storage group using both full and differential backups,
your restore set includes the session from the full backup and one differential
backup session. For example, in the following backup scenario, your restore
set can be full and differential 1, full and differential 2, full and differential 3,
or full and differential 4:

Full Differential 1 | Differential 2 | Differential 3 | Differential 4

After you determine your restore set, you must make sure that you select the entire
set when submitting your restore job.

Note: Since Document Level backups are independent, you can restore an
incremental backup or differential backup by itself (you do not have to restore it
along with a full backup). As a result, if you want to restore your entire restore set,
make sure you select the full backup because it is not automatically selected for
you.

4-20 Agent for Microsoft Exchange Guide



Restoring Data

Restore Options

When you create a restore job, you can choose restore options to customize the job.
To select restore options, right-click a storage group and select Agent Option:

Restore Options ﬂ

[V Create mailboses if not existing

— Users Creation

[V Create users if not existing

Enter the default password for the new users:

QK I Cancel | Help |

On the Mailbox tab, you can select the following:

m  Create mailbox if not existing— Use this option if you want to restore your
data to a different Exchange Organization or if you want to restore to the same
server you backed up from, but the mailbox you want to restore has been
deleted.

Important! If the mailbox you want to restore has been deleted but the user associated
with this mailbox still exists and has the same properties, associate this user with the
new mailbox. If both the mailbox you want to restore and the user associated with the
mailbox have been deleted, you must create a new user.

If you use this option, an email is sent to the new mailbox to finalize it and
notify you that the mailbox is ready for use. If you want to customize the
contents of this email, you can create a new message and save it as an RTF file
in the BrightStor ARCserve Backup Agent for Exchange directory to replace
the default MailboxInitialize.rtf. In addition, you can also customize the
subject line of this email by using the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\ExchangeDocumentAgent\Parameters

Value Name: FirstMailSubject
Value Type: REG_SZ
Value Data: The desired subject line

m  Create user if not existing — If you selected the Create mailbox if not existing
option and do not have an existing user to associate with the mailbox, you
must use this option and enter a password because every mailbox must have
a user associated with it. When entering the password, ensure that it meets the
length, complexity, and history requirements of the domain and server you are
restoring to.
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This option useful if you want to perform a test restore of a mailbox to backup
server, if you want to audit a mailbox, or if you need a placeholder user
because you plan on connecting the mailbox to a different user. When you use
this option, the amount of properties that are assigned to the user during
restore is determined by what setting you used for the Backup Additional
User Properties configuration option during your backup job. For more
information on the Backup Additional User Properties configuration option,
see Configuring the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on in the chapter “Installing the Agent.”

Notes:

m  After the user is created, regardless of what you selected for the Backup
Additional User Properties configuration option, you should still adjust
the properties to set group memberships, to set up rights, and to reflect
organizational policies.

m If you want to create duplicates of existing users and mailboxes in the
same organization, you must append a string to the user and mailbox
names. For information on how to configure this, see the section
Configuring the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on in the chapter “Installing the Agent.”

If you have trouble with mailbox or user creation, see the section on failing to
create the user account, to create the mailbox, or to finalize the mailbox in the
appendix “Troubleshooting.”

Agent Options |

Select restore optionz for your Document Lewvel regtare job

Mailbox  Document |

— Confilict Bezolution Dptions

" Owenwrte only when maodified

{~ Restore az copy

{~ Restore az copy only when modified

k. I Cancel Help
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Restore Locations

When restoring documents, a conflict may occur if a version of what you are
restoring already exists on your destination. To prepare for this situation, select
one of the following conflict resolution options:

m  Overwrite — Delete original documents.

m  Overwrite only when Modified — Delete only the original documents that
have been modified since they were backed up. Because documents that have
not been modified are skipped, this option is faster than the Overwrite option.

m  Restore as Copy — Do not delete original documents and restore as copies. Use
this option if you are restoring to an empty folder in the original location or an
alternative location.

m  Restore as Copy only when Modified — Do not delete original documents and
restore as copies for documents that have been modified since they were
backed up. Because documents that have not been modified are skipped, this
option is faster than the Restore as Copy option.

Note: When a message is restored, a new message ID is created and assigned to it.
Consequently, if you restore from one backup multiple times, you will see message
duplicates even if you selected to overwrite the original.

When restoring a Document Level backup, you can restore the files to their
original location (default) or you can restore the files to an alternative location. Use
the Restore files to their original location option only when you want to restore the
exact location you backed up from and the hierarchy of the server has not changed.
For all other scenarios, you must restore files to an alternative location.

Some examples of when to restore to an alternative location include:

m If you want to restore a document to a different folder or mailbox on the same
server that you backed up from

m If youwant to restore a document to a different folder or mailbox on a different
server than the server you backed up from

m If you want to merge a mailbox
m If you want to migrate a mailbox

m  If you renamed storage groups or mailbox stores
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Restoring to an Alternative Location

When you restore to an alternative location, there are certain rules that apply when
selecting your source and destination:

m  Source—When you select your source, you can either select to restore it as a

new object inside your destination or to merge it into your destination.

m  Destination — When you select your destination, you must consider what you
selected to restore and what version of Exchange Server you are restoring to.

The following sections include more information on selecting a source and

destination.

Selecting your Source

To restore as a new object inside your destination, you
must dynamically select the source parent object of the

When you restore to an alternative location, the objects you restore are either
restored as new objects inside or merged into, the destination you select,
depending on how you select your source. For example:

m  Restoring inside your destination — This means that if you select Mailbox_A as
your source and Mailbox_ B as your destination, Mailbox_A is restored as a
new object within Mailbox_B.

m  Merging into your destination — This means that if you select Mailbox_A as
your source and Mailbox_B as your destination, the contents of Mailbox_A

will be merged into the existing contents of Mailbox_B.

documents you want to restore.

Source

Destination

= J @ Microsoft Exchange Server - Document Level
=l [P Stardge Group

= % ailbio: Stare
=

- g Iv B

| # Calendar

B - Conkacts

o | Deleted Ikems
- (53 Drafts

B i Inbox
M5 Journal

- M < Motes

-l &) outhox

o | Sent Ikems

- Bl iy Tasks

El@ Microsoft Exchange Server - Document Lewvel
=1 Storage Group
EI% Mailbo Skore

- g r'-"!-Eli||:u:|::-::_Ei

€% Calendar
..,3,-: Caontacks
% Deleted Items
-5k Drafts

i Inbio

&% Journal
@ Maotes

-4 Outbo
-- Sent Tkems
G- Tasks
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To merge your source into your destination, you must
explicitly select the parent object of the documents you

want to restore.

Source

Destination

= @ Microsoft Excharioe Server - Document Lewvel
= [ Storag
5 2%

-H
- @ Contacts

Mailbo_A
& Calendar

EI@ Microsoft Exchange Server - Document Lewvel
= Storage Group
El% Mailba: Store

3 Mailbox
H-¢%» Calendar
[+ g Contacks

" _

- % Celeted Items % Celeted Items
- M (5] Drafts -5k Drafts

- M g Inba: -4 Inbox

= M % Journal f% Journal
- M 7 Mates -4 Motes

- M & Cutbox - & Outhox
- M (=] Sent Ttems -- Sent ITtemns
- € Tasks [+]-€iy Tasks

For more information on dynamic and explicit job packaging, see the BrightStor

ARCserve Backup Getting Started.

Selecting your Destination

When restoring to an alternative location, there are certain rules that apply to the
destination you select, depending on what you selected to restore and what

version of Exchange Server you are restoring to.

Note: If you select multiple sources to restore, you must select a destination that

supports all sources.

Because the destination you select depends on the source you select, the following
diagrams display the BrightStor ARCserve Backup source view for each version of
Exchange Server. The charts that follow each diagram include information about
each destination that is supported, depending on the source and version of

Exchange Server.
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Source View for Exchange Server 2000 and 2003 Objects

The following diagram displays the source objects you can restore for Exchange
Server 2000 and 2003 using the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on:

= o ﬂ@ Microsoft Exchange Server - Dooument Level
Eal | jﬁ First Storage Group
=1~ O il Storage Group
C| ﬂ% Maidbox: Stare
- O £) Maibox
& O ¢ Calendar
[+~ 0 @ Contacts
& 0§ Deleted Ttems
[+ D&Y Orafts
= B &5J Inbox
[+ Jourmal
- B < Notes
[+ O &) Cutbio:
& D (&P Sert Ttems
[+ Oy Tasks
j = B3 Folder
- Y Public Folders{First Storage Group]
- E[ ] Folder

Source View for Exchange Server 5.5 Objects

The following diagram displays the source objects you can restore for Exchange
Server 5.5 using the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on:

E-0 @ ticrosoft Exchange Server - Document Level
= EB Public Folders
& E10 Folder
= O Individual Mailboxes
= @Y Mailbox
3 ﬂ{y Calendar
O s Contacts
a g Deleted Items
B 5 Drafts
O o Inbox
n | ﬁ, Journal
g < Motes
0 &) Outbox
=] Sent Items
O <, Tasks
0] Folder

(] ] ] [ [

[ BB
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Source View of Document Objects for all Versions of Exchange Server

The following diagram displays the source document objects you can restore for
all versions of Exchange Server using the BrightStor ARCserve Backup Agent for
Microsoft Exchange-Premium Add-on:

Subiject | From | Received |
O A bocument: Administrator  &/25/03 12:28 PM
B &l pocument Wwith Attachment Admiristrakor /25003 12:27 FM

Supported Destinations when Restoring Exchange Server 2000 or 2003 to
Exchange Server 2000 or 2003

The following chart lists the source objects you can select, and their supported
destinations, when restoring Exchange Server 2000 or 2003 to Exchange Server
2000 or 2003 using the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on:

Source Supported Destinations
Objects

Storage Group  Microsoft Exchange Server - Document Level

Public Folders =~ Microsoft Exchange Server - Document Level
[Storage Group]

Mailbox Store ~ Storage Group

Mailbox* Public Folders [Storage Group], Mailbox Store, Mailbox, Folder
Folder Public Folders [Storage Group], Mailbox, Folder
Document Folder

*Mailbox is converted into a folder if it is not restored to a Mailbox Store.
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Supported Destinations when Restoring Exchange Server 5.5 to Exchange
Server 2000 or 2003

The following chart lists the source objects you can select, and their supported
destinations, when restoring Exchange Server 5.5 to Exchange Server 2000 or 2003
using the BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium
Add-on:

Source Supported Destinations
Objects

Public Folders =~ Microsoft Exchange Server - Document Level

Mailbox* Public Folders [Storage Group], Mailbox Store, Mailbox, Folder
Folder Public Folders [Storage Group], Mailbox, Folder
Document Folder

*Mailbox is converted into a folder if it is not restored to a Mailbox Store.

Note: When restoring from Exchange Server 5.5 to Exchange Server 2000 or 2003,
you cannot select the Individual Mailboxes as a source because of the ambiguities
for the location of the mailboxes.

Supported Destinations when Restoring Exchange Server 5.5 to Exchange
Server 5.5

The following chart lists the source objects you can select, and their supported
destinations, when restoring Exchange Server 5.5 to Exchange Server 5.5 using the
BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium Add-on

Source Objects Supported Destinations

Individual Mailboxes Microsoft Exchange Server - Document Level

Public Folders Microsoft Exchange Server - Document Level

Mailbox* Individual Mailboxes, Public Folders, Mailbox,
Folder

Folder Public Folders, Mailbox, Folder

Document Folder

*Mailbox is converted into a folder if it is not restored to Individual Mailboxes.
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Supported Destinations when Restoring Exchange Server 2000 or 2003 to
Exchange Server 5.5

The following chart lists the source objects you can select, and their supported
destinations, when restoring Exchange Server 2000 or 2003 to Exchange Server 5.5
using the BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium
Add-on.

Source Objects Supported Destinations

Storage Group Microsoft Exchange Server - Document Level

Public Folders [Storage Group] Microsoft Exchange Server - Document Level

Mailbox Store Microsoft Exchange Server - Document Level

Mailbox* Individual Mailboxes, Public Folders, Mailbox,
Folder

Folder Public Folders, Mailbox, Folder

Document Folder

*Mailbox is converted into a folder if it is not restored to Individual Mailboxes.
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Manually Extending your Destination Path to Create a New Folder

If you want to create a new folder to restore to within the mailbox or folder you
selected as your destination, you can manually extend the destination path on the
Destination tab in the Restore Manager. For example, if you select Mailbox_A as
your destination and want to add a new folder within Mailbox_A to restore to, add
the name of your new folder at the end of the destination path at the top of the

page:

Note: Do not enter a backslash (\) at the end of your new folder name.

Source  Destination I Schedulel

[~ Restore files ta their ariginal location|z]

hdbaerzizhFirst Starage Grouphh ailbow Stare [EXCH2003M 1 1Wdbagent =]

L[]

----- = NAS Servers
—%L MetWare Syskems

e NI Systems

=% 45400 Systems

—3{& WMS Syvstems

—3{& Windows 9593 Me Systems

|:—:|—3{£= Windows MT/Z000/=P 2003 Systems
=2 Server { EXCH2003ML )

[ Local Disk. (1)

--g Mew Walume (03

E..
=l First Storage Group
- 5 Mailhox Store (EXCHZ003M1)
EEI--@ Sdrninistr ator
EEI--@ dbagent
E

- {d test

F-E3 Microsoft Exchange Server - Database Level(I5)
Microsaoft Exchange Server - Brick Level
Microsoft Exchange Server - Document Level

Note: Because Document Level restore uses push agent technology, you must
always have Windows NT/2000/XP/2003 Systems selected in the Destination

field next to the destination path:

Destingtion: | 'windows NT/20004<F Systerns

=
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Restore Procedure

To restore using Document Level restore:

1.

10.

From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

When the Restore Manager opens, select Restore by Tree in the drop-down
box underneath the Source tab.

Note: Both Restore by Tree and Restore by Session are supported for
Document Level restore.

Expand the Windows NT/2000/XP/2003 Systems object, expand the server
you are restoring from, and then expand the server object to select the
documents you want to restore —storage groups, mailbox stores, public folder
stores, public folders, folders, or even individual documents.

Note: Special mailboxes, such as Mail Connectors, System Attendant, Internet
Mail Service, and MS Schedule+, cannot be selected for restore. These are
special system mailboxes and should not be restored.

Click Version History, select a backup version for this session, and click Select.
Note: Version History is supported at the storage group level only.

To select restore options, right-click a storage group, select Agent Option,
select restore options, and then click OK. For more information about restore

options, see Restore Options.

Click the Destination tab. You can restore the database objects to their original
location (default) or you can restore the database objects to an alternative
location.

If you want to restore to an alternative location, clear the Restore files to their
original locations check box, expand the Windows NT/2000/XP/2003
Systems object, expand the server you want to restore to, expand the Microsoft
Exchange Server - Document Level object, and select where you want to
restore to.

Note: When restoring to an alternative location, there are certain rules that
apply to the destination you select, depending on what you selected to restore
and what version of Exchange Server you are restoring to. For more
information, see Restoring to an Alternative Location.

Click Start.

If you are restoring to an alternative location, when the Security dialog opens,
enter the user name and password for the destination server and click OK.

When the Session User Name and Password dialog opens, on the Machine tab,
verify or change the user name and password for the destination Exchange
Server. To change the user name or password, select the session, click Edit,
make your changes, and then click OK.
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11. Click the DBAgent tab and verify or change the user name and password for
the backup agent service account. This account must meet the requirements
for the Exchange Server you are restoring to. For information on these
requirements, see Backup Agent Service Account Requirements.

12. Click OK.

13. When the Submit Job dialog appears, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

14. Enter a description for your job and click OK.
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Brick Level Backup and Restore

S

Brick Level backup and restore uses Messaging Application Programming
Interface (MAPI) to access messages. This type of backup and restore is useful for
recovering mailboxes and folders to original or alternative locations. It is not a
single instance storage agent so when you use Brick Level backup your backups
can be equal to or larger than the original database size.

Viewing Brick Level Backup and Restore in the Backup
Manager

Depending on your configuration, Microsoft Exchange Server - Brick Level is
displayed in the Backup Manager under the following objects:

s Windows NT/2000/XP/2003 Systems

m  Exchange Organization

Note: If you installed the add-on, Brick Level does not display in the Backup and
Restore Managers automatically. To display Brick Level, you must enable the
configuration option Show Brick Level. For more information on this option, see
Configuring the BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on in the chapter “Installing the Agent.”

When you expand the Brick Level object, you can view Individual Mailboxes and
Public Folders. When you expand a mailbox or a public folder, you can view its
containing folders:

- O &8 Microsoft Exchange Server - Brick Level
- O Individual Mailboxes
= O 23 Public Folders
B[ (] Folder
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Backup Agent Service Account Requirements

To perform a Brick Level backup and restore job, your backup agent service
account must meet the following criteria on the Exchange Server.

For Exchange Server 2000 and 2003:

The account must have a domain user with a mailbox.

The account must be added to the Domain Admins group on your domain
controllers and to the Administrators group and Backup Operators group on
your Exchange Server.

Note: If your Exchange Server is your domain controller, you must add all
three groups to your backup agent service account only on your domain
controller.

The account must be assigned the following rights:
- Act as part of the operating system

- Log on locally

- Logonas service

The account must be assigned roles at the Organization, Site, and
Configuration levels of the organization tree.

The account must be assigned the Owner permission level on every public
folder you intend to back up and restore because permissions for public
folders can vary. If a lower permission level is assigned, back up or restore
may fail or duplicate items may be restored because the backup agent service
account does not have the permission to delete original documents.

For Exchange Server 5.5:

The account must have a domain user with a mailbox.

If your Exchange Server is on a member server, the account must be added to
the Administrators group and the Backup Operators group. If your Exchange
Server is on a domain controller, the account must be added to the Domain
Admins, Administrators, and Backup Operators groups.

Note: If your Exchange Server is your domain controller, you must add all
three groups to your backup agent service account only on your domain
controller.

The account must be assigned the following rights:
- Act as part of the operating system

- Log on locally

- Logonas service

Note: If you have a multi-domain environment or you are installing on a
member server, you must add these rights on the domain controllers.
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m  The account must be assigned roles at the Organization, Site, and
Configuration levels of the organization tree.

m  The account must be assigned the Owner permission level on every public
folder you intend to back up and restore because permissions for public
folders can vary. If a lower permission level is assigned, back up or restore
may fail or duplicate items may be restored because the backup agent service
account does not have the permission to delete original documents.

The Exchange Agent Configuration Utility is the most efficient tool for creating
your backup agent service account and ensuring it is set up correctly. For
information on how to use this utility, see Configuring Database Level and Brick
Level Backup and Restore in the chapter “Installing the Agent.” However, if
because of the setup of your environment it is better for you to manually create a
backup agent service account, see the appendix “Manual Configuration
Information” for instructions on how to do so.

Backing up Data

Backup Method

The following sections describe the features that are available when using Brick
Level backup and restore and describe how to perform a Brick Level backup and
restore.

When you submit a backup job, you must select a backup method. The backup
method tells BrightStor ARCserve Backup how you want your data to be backed
up. When you use the BrightStor ARCserve Backup Agent for Microsoft Exchange,
you must select a backup method for your Brick Level backup job at the Microsoft
Exchange Server - Brick Level.

To select a backup method at the Brick Level, right-click Microsoft Exchange
Server - Brick Level and select Agent Options:

Securiky. ..

EI o L@ Microsoft Exchange Server - Brick Level
o ﬂ Individual Mailboxes
- B LB Public Folders

&gent Options...
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The following dialog opens:

Agent Options - ﬂﬂ

Select a backup method far pour Brick Level backup job.

£ Full Backup
Back up the entire mailbox

" |ncremental B ackup
Back up only changes from lagt backup

" Time-Based Backup

Back up mailbox contents after : I 741442003 v'I

k. Cancel | Help |

You can select from the following backup methods:
m  Full Backup — Backs up all documents.

m  Incremental Backup — Backs up all documents created or modified since the
last full or incremental backup of the entire mailbox. If no full backup has been
performed, all documents are backed up.

m  Time-Based Backup — Backs up all documents created or modified since 12:00
AM on the date you specify. The BrightStor ARCserve Backup automatically
adjusts for daylight savings and if there is a time zone difference between the
server that is running the BrightStor ARCserve Backup Manager and the
server that has the agent installed.

Backup Procedure

Before you submit a Brick Level backup job, make sure that the Microsoft
Exchange Information Store and the CA BrightStor Backup Agent RPC Server
service are running on your server.

To back up an Exchange Server using Brick Level backup:

1. From the BrightStor ARCserve Backup Home Page, select the Backup
Manager from the Quick Start menu.

2. When the Backup Manager opens, expand the Microsoft Exchange
Server -Brick Level object.

3. Select the items that you want to back up.

Note: Special mailboxes, such as Mail Connectors, System Attendant, Internet
Mail Service, and MS Schedule+, cannot be selected for backup. These are
special system mailboxes and should not be backed up. Also, folders that have
the character “\” in their names are skipped and will not be backed up.
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10.
11.

12.

Select a backup method. To do this, right-click Microsoft Exchange Server -
Brick Level, select Agent Option, select a backup method, and then click OK.
For more information about backup methods, see Backup Method.

Click the Destination tab and select a backup destination.
Click Start.

When the Security and Agent Information dialog opens, make sure that the
correct user name and password are filled in for each object. If you need to
enter or modify a user name or password, click the Security button, make your
changes, and then click OK.

Click OK.

When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

Enter a description for your job.

If you selected multiple sources to back up and want to set the priority in
which the job sessions initiate, click Source Priority. Use the Top, Up, Down,
and Bottom buttons to change the order in which the jobs are processed. When
you finish setting priorities, click OK.

On the Submit Job page, click OK to submit your job.

After you submit your restore job, you can go to the Job Status Manager and
double-click the active job to view real-time job properties.

Restoring Data

The following sections include information about the prerequisites you must meet
before you perform a restore, the features that the agent offers when restoring from
a Brick Level backup, and the procedure for how to perform a restore.

Restore Prerequisites

To perform a Brick Level restore, you must first meet the following prerequisites:

The Exchange Server must be running and the storage groups, mailbox stores,
and mailboxes that you are restoring to must already exist (they are not
created during the restore process).

If you are restoring to a mailbox, it cannot be disabled

The account you are using to restore must meet the backup agent service
account requirements for the machine you are restoring to. For information on
these requirements, see Backup Agent Service Account Requirements.
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Restore Sets

To restore a folder or mailbox, you must select the object you want to restore in all
of the sessions that, when combined, completely restore the folder or mailbox.
These sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods you
used:

m  If you backed up your folder or mailbox using only the full backup method,
your restore set includes only this full session.

m  If you backed up your folder or mailbox using both full and incremental
backups, your restore set includes your full session and at least one, but up to
as many incremental sessions as you want to include. For example, in the
following backup scenario, your restore set can be full and incremental 1, full
and incremental 1 and 2, full and incremental 1, 2, and 3, or full and
incremental 1, 2, 3, and 4:

Full Incremental 1 | Incremental 2 | Incremental 3 | Incremental 4

m  If you backed up your folder or mailbox using both full and differential
backups, your restore set includes your full session and one differential
session. For example, in the following backup scenario, your restore set can be
full and differential 1, full and differential 2, full and differential 3, or full and
differential 4:

Full Differential 1 | Differential 2 | Differential 3 | Differential 4
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Restore Options

When you create a restore job, a conflict may occur if a version of what you are
restoring already exists on your destination server. To prepare for this situation,
you can choose a conflict resolution restore option. To select a restore option,
right-click Microsoft Exchange Server-Brick Level and select Agent Option.

Database Agent

% flever ovenarite onoinal message
Always restore a copy of the mezzage and never delete the exizting copy.

™ Dwenwrite original message if changed

Festore the meszage anly if it has been changed since backup and delete
the existing copy.

" Always ovenwite message
Always restare the meszage and delete the exizting copy.

™ Mever overwrite onginal message if changed

Festare the meszzage anly when it haz been changed since backup.
Festore az a copy.

(1] I Cancel

Select one of the following conflict resolution options:

m  Never overwrite original message — Do not delete original messages and
always restore as copies. Use this option if you are restoring to an empty folder

in the original location or an alternative location.

m  Overwrite original message if changed — Delete only the original messages
that have been modified since they were backed up. Do not delete original
messages and always restore as copies. Use this option if you are restoring to
an empty folder in the original location or an alternative location.
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Restore Procedure

Always overwrite message — Delete original messages.

Never overwrite original message if changed — Do not delete original
messages and always restore as copies those messages that have been
modified since they were backed up. Because messages that have not been
modified are skipped, this option is faster than the Restore as Copy option.

Note: When a message is restored, a new message 1D is created and assigned
toit. Consequently, if you restore from one backup multiple times, you will see
duplicated messages even if you selected to overwrite the original.

To restore using Brick Level restore:

1.

From the BrightStor ARCserve Backup Home Page, select the Restore
Manager from the Quick Start menu.

When the Restore Manager opens, select Restore by Tree in the drop-down
box underneath the Source tab.

Expand the server you are restoring from, expand the Microsoft Exchange
Server - Brick Level object, and select the folders that you want to restore.

Notes:

m  When you select a folder, an object is displayed in the top right-pane. This
represents the folder you selected to restore and all of its contents. You do
not need to select this object because it is automatically selected for you.

m  Special mailboxes, such as Mail Connectors, System Attendant, Internet
Mail Service, and MS Schedule+, cannot be selected for restore. These are
special system mailboxes and should not be restored.

Click Version History, select a backup version for this session, and click Select.

Choose a restore option. To do this, right-click Microsoft Exchange - Brick
Level, select Agent Option, select a restore option, and click OK. For more
information about restore options, see Restore Options.

Click the Destination tab. You can restore folders to their original location
(default) or you can restore the folders to an alternative location (includes
restoring a folder to a different mailbox on the same or different server).

If you want to restore to an alternative location, remove the check mark from
the Restore files to their original locations check box, verify MS Windows
System is selected in the Destination field, expand the Windows
NT/2000/XP /2003 Systems object (if you do not have the Universal Agent
installed, expand the Network object), expand the server you want to restore
to, expand the Microsoft Exchange Server - Brick Level object, and select
where you want to restore to.

Click Start.
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10.

11.
12.

13.

When the Session User Name and Password dialog opens, verify or change the
user name and password for the destination Exchange Server. To change the
user name or password, select the session, click Edit, make your changes, and
then click OK.

Note: The user name must be entered in the following format:
Domain\Username

Click the DBAgent tab and verify or change the user name and password for
the backup agent service account. This account must meet the requirements

for the Exchange Server you are restoring to. For information on these
requirements, see Backup Agent Service Account Requirements.

Note: The user name must be entered in the following format:
Domain\Username

Click OK.

When the Submit Job dialog opens, select Run Now to run the job
immediately, or select Run On and select a future date and time when you
want the job to run.

Enter a description for your job and click OK.
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Chapter

Best Practices

6

This chapter recommends best practices for using BrightStor ARCserve Backup
Agent for Microsoft Exchange and the BrightStor ARCserve Backup Agent for
Microsoft Exchange-Premium Add-on so that you can take full advantage of the
powerful features these products offer.

General Recommendations

Consider the following best practices when using the agent.

Become Informed

The Microsoft web site offers numerous technical resources for Exchange Server,
including books, downloadable Help files, and software development kits. You
should read these documents, especially the white papers Disaster Recovery for
Microsoft Exchange 2000 Server and Microsoft Exchange 5.5 Disaster Recovery. The
more informed you are about Exchange Server, the more you can apply your
knowledge to maximize data protection when using the agent.

Monitoring the Event Viewer

In addition to monitoring the BrightStor ARCserve Backup Activity Log for events
that may occur when using the agent, you should also monitor the logs in your
Windows Event Viewer, especially the Application Log and System Log. The
Application Log includes internal Exchange Server events and the System Log
includes Windows events.
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Installation Recommendations

Consider the following best practices when installing the agent.

BrightStor ARCserve Backup Product Installation Recommendations

BrightStor ARCserve Backup offers agents and options that let you protect all of
the servers in your Exchange Organization. These servers include your Exchange
Servers and domain controllers.

Note: It is important to protect your domain controllers since they include the
Active Directory containers, which hold user, mailbox, and public folder
information.

To maximize your Exchange Server protection, use all of the following solutions
on each of your Exchange Servers:

BrightStor ARCserve Backup Agent for Microsoft Exchange — Includes
Database and Brick Level backup and restore. Database Level backup and
restore protects the Exchange Server database and logs. Brick Level backup
and restore lets you perform folder-level backup and restore.

BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium
Add-on—Includes Database Level and Document Level backup and restore.
Database Level backup and restore protects the Exchange Server database and
logs. Document Level backup and restore, which is only available with this
add-on, eases and expedites many administrative tasks and maximizes
flexibility by offering the most granular level of restore.

BrightStor ARCserve Backup Agent for Windows — Protects files and system
state, including Active Directory. It is important to protect Active Directory
when using Exchange Server 2000 and 2003 because it stores mailbox and user
information.

Note: In addition to using the BrightStor ARCserve Backup Agent for
Windows on all of your Exchange Servers, also use it to protect all of your
domain controllers.

BrightStor ARCserve Backup Disaster Recovery Option —In the event of a
disaster, the BrightStor ARCserve Backup Disaster Recovery Option recovers
the machine to the last full backup state. Install the BrightStor ARCserve
Backup Disaster Recovery Option on all Backup Managers you will use to back
up your Exchange Servers and domain controllers.

Installing the Backup Manager

If you have the network infrastructure to support high performance remote
backups, install the Backup Manager on a different server than your Exchange
Server. This reduces the load on the Exchange Server.
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Exchange Server Configuration Recommendations

Consider the following best practices for configuring your Exchange Server.

Disabling Circular Logging

Circular Logging must be disabled to take advantage of incremental and
differential backups. If Circular Logging is not disabled and you submit an
incremental or differential backup, the agent automatically converts the backup to
full.

Although Circular Logging decreases the amount of disk space you use, it does not
let you recover all changes since your last backup because it only maintains a small
number of log files. Consequently, you cannot take advantage of the benefits of
using a transaction-based system and you cannot completely recover if something
goes wrong with the system. If you want to conserve disk space, perform regular
backups rather than using Circular Logging because backups automatically
remove transaction log files.

Leaving Free Space for Transaction Logs

Make sure that you have enough space on your Exchange Server in case you want
to restore transaction logs. Leave at least twice the amount of space that you expect
your transaction logs to use. In addition, if you intend to restore Brick or Document
Level backups, you should leave enough space to accommodate the size of the
backups because the size of the database file may increase during the restore.

Backup Recommendations

Consider the following best practices for backing up Exchange Server.

Performing Online Backups

Always perform online backups. This lets you back up Exchange Server databases
without shutting them down and losing work time. If you do not perform online
backups, not only do you lose valuable work time, but you also run the risk of

making costly errors since offline backups are detailed and labor-intensive. When
you perform online backups, the agent manages files for you. When you perform
offline backups, you must do all of the work yourself. In addition, if you perform
offline backups, there is no process for validating the checksum on each page of the
database so you cannot detect corruptions and check the integrity of the database.
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Verify the Integrity of your Media

Use the global option Calculate and Store CRC Value on Backup Media when
creating your backup job. Afterwards, scan your media with CRC verification to
ensure the media integrity.

Database Level Backup Strategies

There are many factors that contribute to your backup strategy — backup window
size, restore window size, server and storage hardware, the amount of available
media, media retention time, network bandwidth, server load, and the size of your
databases. Consequently, the backup strategy that you should use depends on
your environment and physical hardware.

When determining a backup strategy, you must first assess the amount of time
your organization has available each week for backing up your Exchange Server.
When doing so, remember that the most time-consuming aspect of performing a
restore is replaying the log files. Depending on how often you perform full
backups, it can take several hours to replay log files on large servers during a
restore because every transaction that has occurred since the last backup must be
scanned. In addition, the speed at which transaction log replay occurs varies,
depending on the type of transactions that must be replayed. Perform a test restore
of your log files to get a more accurate estimate of how long it will take.

After you determine the size of your restore window, you must consider the affect
that your environment and resources will have on your backup strategy:

m  In an environment that has mission-critical data with minimal restore
windows, you should perform full backups nightly (or during the hours your
server is least active) and incremental backups at mid-day (or during a low
production period during the day that is evenly spaced from your full
backups).

m  If media usage is major factor in your backup strategy, either perform full
backups daily or full alternating with differential backups daily.

m In an environment that has non mission-critical data with less aggressive
restore windows, you should perform a full backup at least once a week and
perform incremental or differential backups on the other days.
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The following chart includes examples of a few backup strategies and their
advantages and disadvantages. Although, for maximum protection, you should
perform daily full and incremental backups, for maximum protection, you can
customize your backup strategy to suit your organization’s needs. The only
requirement is that you minimally perform daily backups on work days with a full
backup once a week.

Backup Strategy Advantages Disadvantages
Daily full and High frequency of High media usage
incremental protection

backups*

Short restore window

Daily full backups Good frequency of High media usage
protection

Short restore window

Daily backupswith Good frequency of  Varying restore window
afull atleastoncea protection
week

Less media usage

* Schedule full and incremental backups approximately 12 hours apart.

Document Level Backup Strategies

There are many factors that contribute to your backup strategy — backup window
size, restore window size, server and storage hardware, the amount of available
media, media retention time, network bandwidth, server load, and the size of your
databases. Although it is important to consider all of these factors, for Document
Level backups, the two most important factors are typically tape usage and the
amount of time available for your backups. The following recommendations are
based on these two factors. If other factors are more important in your
environment, adjust your backup strategy accordingly.

The first task you must perform when determining a backup strategy is to assess
the amount of time your organization has available each week for backing up your
Exchange Server. Next, perform a backup of your Exchange Server using
Document Level backup to ascertain how long the backup job will take. Finally,
use this information to determine the most efficient way of backing up your
Exchange Server within the time available to you.
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If your organization’s backup schedule allows you to perform a full backup at least
one day a week, perform daily differential backups with one full backup a week.

If you want to distribute the full backup throughout the week, perform a full
backup of only one storage group per day and rotate which storage group gets the
full backup. Back up all other storage groups using differential backups.

Document Level Backup and Restore Performance Tuning

To maximize performance when using Document Level backup and restore:

Increase the value of the Number of Threads configuration setting and
decrease the value of the Thread Priority configuration setting. This
combination increases performance and minimizes the impact on your server.

Enable multiplexing to take advantage of high performance devices. Because
destination devices are faster than a single Document Level backup stream,
multiplexing decreases backup time by dividing your backup jobs into several
sub-jobs that run simultaneously to the same device.

If you enable multiplexing and also want to increase the value of the Number
of Threads configuration setting, keep in mind that the Number of Threads
value is per each backup stream. Therefore, the actual number of threads
running on a system is the number of streams multiplied by the number of
threads. As a result, leveraging multiplexing before leveraging the Number of
Threads is optimal. For example, on a four processor machine with four
storage groups, a total of six to eight threads is recommended. These threads
should be configured as two threads per each storage group, resulting in four
multiplexing streams. Because storage groups are independent resources, it is
better to increase the level of streams with multiplexing than to increase the
Number of Threads and sequentially back up one storage group at a time.

Enable the Complete Messaging Single Instance Storage configuration option.
This option checks to see if attachments and messages have already been
backed up and backs up only one copy, eliminating the need to back up an
attachment or message each time it is referenced. This can significantly
decrease the size of your backups.

If you are creating a short backup job or do not need an estimate of how long
the job will take, enable the Disable File Estimate global option to save time.

Use incremental and differential backup methods to back up only the data that
has changed since your last full or incremental backup. This saves time by
backing up only changed data rather than backing up all of your data.

Use backup filters. This lets you exclude unwanted and large amounts of data
from your backup jobs.
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m If you want to reduce the disk space usage on your backup server, enable the
Disable Database Recording global option when creating your backup job so
that detail logs of every document are not recorded in the BrightStor
ARCserve Backup database. If you use this option and later want to restore,
you must first submit a Merge Media operation.

m If media usage is a major factor in your backup strategy, either perform full
backups daily or full alternating with differential backups daily.

m In an environment that has non mission-critical data with less aggressive
restore schedules, you should perform a full backup at least once a week and
perform incremental or differential backups on the other days.

Restore Recommendations

Consider the following best practices for restoring the Exchange Server.

General Restore Strategies

Perform a test restore to a backup server at least once a month and make sure the
restored database is functioning properly. For more information on how to
perform a test restore, see Performing a Test Restore to an Alternative Location in
the chapter “Database Level Backup and Restore.”

Document Level Restore Strategies

If you are restoring to an original location that contains existing data, select the
conflict resolution option, Overwrite only when modified. If you are restoring to
an original location in an empty folder or an alternative location, select the conflict
resolution option, Restore as copy.
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Testing Backup and Restore Strategies

Testing Backup and Restore Strategies

After you have developed backup and restore strategies, you need to test them to
ensure that they work satisfactorily. You can perform backup tests on a production
system; however, you should perform recovery tests on a test system that closely
mimics the production system before applying your backup and restore strategies
to the product system.

You should perform a test restore to a backup server at least once a month and
make sure the restored database is functioning properly. This lets you test your
backup and restore strategies to assess whether you are backing up your system
accurately and to prepare for a possible disaster. For more information on how to
perform a test restore, see Performing a Test Restore to an Alternative Location in
the chapter “Database Level Backup and Restore.”

Note: Exchange Server 2003 has a recovery storage group, which can be used to
test restores of a particular storage group. However, you should still practice
restoring your entire Exchange Server to a test server.

6-8 Agent for Microsoft Exchange Guide



Appendix

Troubleshooting

A

This appendix provides troubleshooting information to help you identify and
resolve problems that you may encounter when using the BrightStor ARCserve
Backup Agent for Microsoft Exchange and BrightStor ARCserve Backup Agent for
Microsoft Exchange-Premium Add-on. To help you quickly find the information
you need, this appendix lists some error messages and possible reasons and
solution for these messages.

Note: For additional information on any Exchange Server error, check the Event
Log on the Exchange Server or see the Microsoft web site.
Failed to Configure your Server or Authentication Failure

There are several reasons why these errors may occur. Each reason, and the action
you can take to resolve the error, is described below:

Reason 1:

The account you are trying to verify does not have all of the necessary privileges,
groups, and rights.

Action 1:

Use the Exchange Agent Configuration utility to create the backup agent service
account and mailbox account automatically by enabling the Create a new account
feature. When you use this utility, all of the necessary privileges, groups, and
rights are applied.
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Reason 2:

The account you are trying to verify does not have a mailbox on the Exchange
Server you trying to configure.

Action 2:

Create a new account and specify the mailbox location as the local Exchange
Server. Use the Exchange Agent Configuration utility to create this account
automatically by enabling the Create a new account feature.

Reason 3:

Your mailbox name is not unique. A unique name is a name that does not exist in
the organization as a subset of characters in another mailbox name. For example,
you cannot use the name Admin, if there is a mailbox named Administrator in
your organization.

Action 3:

Create a new user with a unique mailbox name.

Reason 4:

The Windows API that is called during verification requires that the account used
to run the Exchange Agent Configuration has the “act as part of the operating
system” privilege assigned to it.

Action 4:

Log on to the machine as the account you want to verify and run the configuration.

Reason 5:

The Windows Active Directory and Exchange Server caches may not have
propagated a newly created user.

Action 5:

Propagating a newly created user can take minutes or hours depending on your
domain configuration and traffic.
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Reason é:

The mailbox is not finalized and ready for use. On Exchange Server 2000, this may
be because the Recipient Update Service (RUS) has not completed the mailbox. On
Exchange Server 5.5, the mailbox has not yet been initialized.

Action é:

Log into the mailbox or send mail to it to complete a newly created mailbox. On
Exchange Server 2000, you can force the RUS to update the mailbox so it can be
used immediately. To do this, open the Microsoft Exchange System Manager,
expand the Recipients object in the left pane, and select Recipient Update Services.
When you select this, your organization’s recipient update services are displayed
in the right pane. Right-click each service and select Update Now.

Reason 7:

The user or mailbox information that you entered is incorrect.
Action 7:

Make sure that you enter the correct user name, password, and alias name for your
mailbox.

Reason 8:

A conflicting or incomplete Mapisvc.inf exists on the Exchange Server. This can
occur if you have a messaging client installed that is creating its own version of
Mapisvc.inf.

Action 8:

Find all copies of Mapisvc.inf on your Exchange Server and ensure that the most
complete and accurate version is in the winnt\ Systerm32 folder. If you need to
make changes to Mapisvc.inf, first back up all copies of the file and see the
Microsoft Q Article 294470 on the Microsoft web site for information on adding
entries for Exchange Services.

Troubleshooting A-3



Failed to create the user account ‘<MAILBOX ALIAS>’, Failed to create the mailbox ‘<MAILBOX
ALIAS>’, or Failed to finalized the mailbox ‘<MAILBOX ALIAS>'.

When performing a Document Level restore with new user and mailbox creation,
the add-on:

m creates a basic user with minimal rights in the Users container of Active
Directory.

m creates a mailbox for the user.

m sends a request to the recipient update service and sends a message to the
mailbox to finalize it.

If all three of these steps are successful, you can view the mailbox in the Exchange
System Manager. If any of these steps fail, the mailbox will not restore. There are
several reasons why these steps may fail. Each reason, and the action you can take
to resolve the error, is described below.

Reason 1:

The user account creation failed because the backup agent service account does not
have enough rights to create a new account.

Action 1:

Ensure that your backup agent service account has the appropriate rights assigned
to it. For information on these requirements, see Backup Agent Service Account
Requirements in the chapter, “Document Level Backup and Restore.” Also, make
sure that the backup agent service account is assigned membership to a group that
has permissions over the Users container in Active Directory. For example the
Account Operators group has these permissions by default.

Reason 2:

The user account or mailbox creation failed because the global catalog server could
not be contacted or a Windows application or system error occurred.

Action 2:

Check the Event Viewer Application Log and System Log for recent errors. Also,
check the agent logs DBAEXCUserSummary.log and WinUserUpd.log.
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Reason 3:

The mailbox creation failed because a disabled mailbox with the same name
already exists.

Action 3:

Check the Exchange System Manager to determine if there is a disabled mailbox
with the same name. If you recently deleted a user account associated with the
mailbox you are trying to restore, use the Run Cleanup Agent feature in the
Exchange System Manager and purge the mailbox.

Reason 4:

The mailbox finalization failed because the Recipient Update Service failed to
update the mailbox.

Action 4:

Make sure that the Recipient Update Service is able to finalize mailboxes when an
update is called. You may have to rebuild the Recipient Update Service if it is not
performing properly. For more information on the Recipient Update Service, see
the Microsoft documentation.

Reason 5:

The mailbox finalization failed because of Active Directory replication delays or
Exchange Server cache delays. This failure can occur even if the user or mailbox
was successfully created.

Action 5:

In multi-domain controller environments or large Exchange Organizations, there
may be delays before you can use the mailbox. If mailbox finalization fails, verify
that the account appears in the Global Address List. If it appears in this list,
repackage the failed mailbox with user and mailbox creation selected and run the
job when the mailbox appears in the Exchange System Manager.
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E8601 Failed to connect agent. (AGENT=agent name, EC=error message/code)
Reason 1:
The Backup Agent RPC Server service is not running on the target server.
Action 1:
Verify that the Backup Agent RPC Server service is running on the target server.
Reason 2:
The target database server may be stopped or inaccessible.
Action 2:
Verify that the target database server is running on the target server.
Reason 3:
The target server may be unreachable over the network.
Action 3:
Check network connections.
Reason 4:
(Windows error 1326) Machine authentication failure may have occurred because
an incorrect user name or password was entered, or the user name was specified
without a domain or machine name qualifier, and this qualifier is needed for this

particular user on the target machine.

Actions 4.
m  Check user name and password for machine login.
m  Specify a domain qualifier for the user name used to log in to the database.

For a domain user, use this format:

Domain\User name
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Reason 5:

(Windows error 1385) Machine authentication failure may have occurred because
the specified user does not have sufficient rights to perform a backup.

Action 5:

Check that the user either has the "Backup files & Directories" right in the Local
Security Policies of the database server machine or is a member of a group that has
this right. This right is typically held by the Administrators group and the Backup
Operators group.

Reason 6:

(Windows error 1387) Machine authentication failure may have occurred because

the user name or password is missing.

Actions é:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the database.
For a domain user, use this format:

Domain\User name

Reason 7:

(Windows error 1314) Machine authentication failure may have occurred because
the Backup Agent RPC Server service is running as a user who does not have
sufficient privileges to log in to Windows.

Actions 7:

m  In the control panel, under Services (Windows NT) or Administrative Tools,
Services (Windows 2000, XP, or 2003), check that the Backup Agent RPC
Server is running as LocalSystem, or as a user that is a member of the Backup
Operators group.

m  If the Backup Agent RPC Server is running as a user that is a member of the
Backup Operators group, make sure that the Backup Operators group has the
"Act as part of the Operating System" right in the Local Security Policies of the
database server computer.
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Reason 8:

A failure to load the agent DLL into memory may have occurred because there is
insufficient memory available, the agent DLL does not exist in the agent home
directory, or the DLL path is incorrect in the registry.

Action 8:
Verify that the target server has sufficient free memory available.
Reason 9:

The user ID or password that you entered does not match the user ID or password
that you used to configure the backup agent service account for Brick Level
backups.

Actions 9:

m  Verify that the job package has the correct security.

m  Use the Account Configuration dialog in the Exchange Agent Configuration
utility to verify whether the account you are currently using is the same
account that you used to configure for Brick Level backup and restore.

m If you changed your user password or mailbox name, reconfigure the agent.

m If you are trying to connect to a virtual server on a cluster, verify that the
virtual server is running on a physical node where the account is configured
for Brick Level backup and restore.

Reason 10:

When configuring the backup agent service account for Brick Level backups, the
specified mailbox was hidden in Exchange Server.

Action 10:

Do not hide the backup agent service account mailbox.
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E8602 Failed to read from database. (DBNAME=object name, EC=error message/code)
Reason 1:
An internal or communication error occurred when the agent attempted to read a
backup object from the Database server or from the Database server to BrightStor
ARCserve Backup.

Action 1:

Perform the following steps on the server that is running the agent:
1. Confirm that the database agent is running.
2. Confirm that the database is running.

3. Make certain no other backup or restore jobs are running on the database you
are attempting to back up.

4. Restart the Backup Agent RPC Server service.
5. Resubmit the backup job.

If the problem reoccurs, check the network connections. If the problem persists,
contact Computer Associates Technical Support.

Reason 2:
A network error has occurred.
Action 2:

Check all possible network related issues, such as inconsistent communication,
time-outs, drivers, and settings on all networking related hardware.

Reason 3:

Two BrightStor ARCserve Backup Managers are attempting to back up the same
Exchange Server database simultaneously.

Action 3:

Reschedule one of the backup jobs to avoid the conflict.
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Reason 4:

A transaction log file for an Exchange Server 5.5 Database Level backup is either
missing or corrupt.

Action: 4

For information on how to resolve this issue, see the following Microsoft related
article:

http:/ /support.microsoft.com/ default.aspx?scid=kb;EN-US;q178934
Reason §:

There is insufficient space on the hard disk on which the agent is installed for your
Database Level backup.

Action 5:

Increase the free disk space on the drive where the agent is installed or reinstall the
agent to a drive that has more space.

Reason é:

(EC=69 READ/WRITE ERROR IN NAMED PIPES) Antivirus software on your
server may be interfering with the Brick Level MAPI calls.

Action é:

Check your Antivirus settings on the Exchange Server. If they are scanning
incoming and outgoing, change it to Incoming Only or test your Brick Level
backup with the Antivirus software turned off. In some cases, Antivirus software
drivers can cause a problem even if they are not active. For more information on
MAPI-AVAPI issues, see Microsoft Q Articles Q263949 and Q267431 on the
Microsoft web site.

Reason 7:

There are corrupt objects in a mailbox that you included in a Brick Level backup
job.

Action 7:

Check the job log associated with your failed Brick Level backup. If you find the
backup failing on the same mailbox, exclude the mailbox and perform a test job to
see if it runs properly. Also, clean out the mailbox that is causing the failure.
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Reason 8:
A Brick Level backup failed because of a corrupt database.
Action 8:

Consult Microsoft about running the isinteg or eseutil utilities to check the
integrity of the Exchange Server database and mailboxes.

Reason 9:

A specific folder failed to open during a Brick Level backup of public folders. This
error usually indicates access is denied to that particular folder.

Action 9:
Check the permissions on the respective public folder and make sure there are no
restrictive rights on the folder to the backup agent service account.

E8603 Failed to write to database. (DBNAME=object name, EC=error message/code)
Reason 1:

This error occurs when the agent writes data streams from BrightStor ARCserve
Backup to a target object (DBNAME=object name) in the Database server.

Action 1:
Check the agent log file for details.
Reason 2:

An Exchange Server Database Level incremental or differential backup failed to
restore.

Action 2:

Restore the latest full backup or copy session before you restore an incremental or
differential backup.
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Reason 3:
An Exchange Server Database Level restore is missing a log or a log is corrupt.
Action 3:

Restore an incremental or differential backup that includes the missing logs if they
are available. If there are logs missing from the server, do not select the Commit
existing logs option when restoring. For more information on how to manually
restore partial log sequences, see the Microsoft web site.

Reason 4:

An attempt was made to restore the Exchange Server Directory or Information
Store to an alternative server that has different organization and site names. When
restoring to an alternative server, organization and site names must be identical to
the server that you are restoring from.

Actions 4:

m  When restoring to an alternative location, make sure you meet all of the
requirements documented in the Microsoft Exchange 5.5 Disaster Recovery white
paper, available at the Microsoft web site.

m If you filled out your server configuration worksheet in this guide for each of
your Exchange Servers, use the worksheets to determine organization and site
names. You also may be able to verify organization and site names by checking
the Exchange Server agent log (dbaexch.log).

E8604 Failed to start backup. (DBNAME=object name, EC=error message/code)
Reason 1:

(Windows error 1326) Machine authentication failure may have occurred because

an incorrect user name or password was entered, or the user name was specified

without a domain or machine name qualifier and this qualifier is needed for this

particular user on the target machine.

Actions 1:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the database.
For a domain user, use this format:

Domain\User name
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Reason 2:

(Windows error 1385) Machine authentication failure may have occurred because
the specified user does not have sufficient rights to perform a backup.

Action 2:

Check that the user either has the "Backup files & Directories" right in the Local
Security Policies of the database server machine, or is a member of a group that has
this right. This right is typically held by the Administrators group and the Backup
Operators group.

Reason 3:

(Windows error 1387) Machine authentication failure may have occurred because

the user name or password is missing.

Actions 3:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the database.
For a domain user, use this format:

Domain\User name

Reason 4:

(Windows error 1314) Machine authentication failure may have occurred because
the Backup Agent RPC Server service is running as a user that does not have
sufficient privileges to perform a Windows login.

Actions 4:

m  In the control panel, under Services (Windows NT) or Administrative Tools,
Services (Windows 2000, XP, or 2003), check that the Backup Agent RPC
Server is running as "LocalSystem", or as a user that is a member of the Backup
Operators group.

m  If the Backup Agent RPC Server is running as a user that is a member of the
Backup Operators group, make sure that the Backup Operators group has the
"Act as part of the Operating System" right in the Local Security Policies of the
database server computer.
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Reason 5:

Database authentication failure may have occurred because an incorrect user name
or password was entered, or the user name was specified without a domain or
machine name qualifier and this qualifier is needed for this particular user on the
target machine.

Actions 5:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the database.

For a domain user, use this format:

Domain\User name

Reason 6:

Database authentication failure may have occurred because the necessary
database services are not started.
Actions é:

m  Verify that the database you are trying to back up is mounted and the
necessary services are running.

m  Verify that the Backup Agent RPC Server service is started.
Reason 7:

The agent was unable to establish a named pipe connection to the BrightStor
ARCserve Backup Manager.

Action 7:

Perform the following steps on the server that is running the agent:
1. Restart the Backup Agent RPC server service.

2. If possible, disable your Antivirus software to determine if it is conflicting.
Disable named pipe scanning to prevent possible conflicts.

3. Disconnect all open shares to the agent machine (by name or IP) and run the
backup again. To disconnect open shares from the machine where the
BrightStor ARCserve Backup Manager is installed, right-click My Computer
and select Disconnect Network Drive or use the net use command at the
command prompt.
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E8605

Reason 8:

The mailbox used to configure the backup agent service account for Brick Level
backups has been disabled or deleted.

Action 8:

Open the Exchange System Manager and see if the mailbox exists. If it exists but is
disabled, associate the mailbox with another user.

Reason 9:

(Backup Agent Error 116) The versions of the agent and add on that are installed
are newer than the version of the BrightStor ARCserve Backup that is installed.

Action 9:

Install the latest version of BrightStor ARCserve Backup.

Failed to start restore. (DBNAME=object name, EC=error message/code)

Reason 1:

(Windows error 1326) Machine authentication failure may have occurred because

an incorrect user name or password was entered, or the user name was specified

without a domain or machine name qualifier and this qualifier is needed for this

particular user on the target machine.

Actions 1:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the database.
For a domain user, use this format:

Domain\User name

Reason 2:

(Windows error 1385) Machine authentication failure may have occurred because
the specified user does not have sufficient rights to perform a backup.

Action 2:

Check that the user either has the "Backup files & Directories" right in the Local
Security Policies of the database server machine, or is a member of a group which
has this right. This right is typically held by the Administrators and Backup
Operators groups.
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Reason 3:

(Windows error 1387) Machine authentication failure may have occurred because

the user name or password is missing.

Actions 3:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the database.
For a domain user, use this format:

Domain\User name

Reason 4:

(Windows error 1314) Machine authentication failure may have occurred because
the Backup Agent RPC Server service is running as a user that does not have
sufficient privileges to perform a Windows login.

Actions 4:

m In the control panel, under Services (Windows NT) or Administrative Tools,
Services (Windows 2000, XP, or 2003), check that the Backup Agent RPC
Server is running as LocalSystem, or as a user that is a member of the Backup
Operators group.

m  If the Backup Agent RPC Server is running as a user that is a member of the
Backup Operators group, make sure that the Backup Operators group has the
"Act as part of the Operating System" right in the Local Security Policies of the
database server computer.

Reason 5:

Database authentication failure may have occurred because an incorrect user name

or password was entered, or the user name was specified without a domain or

machine name qualifier and this qualifier is needed for this particular user on the

target machine.

Actions §:

m  Check user name and password for machine login.

m  Specify a domain qualifier for the user name used to log in to the database.
For a domain user, use this format:

Domain\User name
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Reason é:

Database authentication failure may have occurred because the necessary
database services are not started.

Actions é:

m  Verify that the database you are trying to back up is mounted and the
necessary services are running.

m  Verify that the Backup Agent RPC Server service is started.

Reason 7:

When restoring a Database Level backup, the Erase All Data Before Restoring
option was selected together with either the Public or the Private Information
Store.

Action 7:

When using the Erase All Data Before Restoring option, select the Public and the
Private Information Store.

Reason 8:

The mailbox used to configure the backup agent service account for Brick Level
backups has been disabled or deleted.

Action 8:

Open the Exchange System Manager and see if the mailbox exists. If it exists but is
disabled, associate the mailbox with another user.

Reason 9:

You have submitted a Brick Level restore of a mailbox to a non-existent or an
uninitialized mailbox.

Action 9:

Make sure that the mailbox name selected for the destination exists, is not disabled,
and has been initialized before performing the restore.
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Reason 10:

For Exchange Server 2000 and 2003. The Information Store service is not running,
or the database you want to restore does not exist or is not dismounted.

Actions 10:
m  Verify that the database you intend to restore exists.
m  Dismount the database you intend to restore.

m  Enable the database to be overwritten by a restore.

Reason 11:

An invalid target was specified for your Database Level restore.

Action 11:

If you filled out your server configuration worksheet in this guide for each of your

Exchange Servers, use the worksheets to verify the destination server parameters

and make sure they match the parameters on the sever that you are restoring from.
E8617 Failed to end restore. (DBNAME=object name, EC=error message/code)

Reason 1:

The agent failed to recover the Database server after a restore job. An internal error
occurred in either the agent or the Database server.

Action 1:
Check agent log file for details.
Reason 2:

An Exchange Service did not start in a specific time interval after the restore or an
Exchange Service failed to start because of an invalid restore sequence.

Action 2:

Try to start the service manually. For additional information on this error, check
the Event Log on the Exchange Server or see the Microsoft web site.
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Collecting Support Information

Collecting Support Information

If you need to contact Computer Associates Technical Support for additional
assistance, use the following registry keys to gather the information Support will
need to help resolve your issues:

For Database Level backup and restore:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\DSAgent\CurrentVersion\agent\dbaexch

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off) or 1(on)

Results: Dbaexch.log & dbaexch*.trc, in Exchange agent directory

Note: Restart the Backup Agent RPC Server service.

Brick Level backup and restore:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\DSAgent\CurrentVersion\agent\dbaxchg2

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off, default)-3(on,verbose)

Results: Dbaxchg2.log & dbaxchg2*.trc, in Exchange agent directory

Note: Restart the Backup Agent RPC Server service.

Document Level backup and restore:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\ExchangeDocumentAgent\Parameters

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off), 1(default), 4(verbose)

Results: Expaadp*.log & expaadp*.trc, in Exchange agent LOG directory

Note: You do not need to restart the Universal Agent service.
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Appendix

Frequently Asked Questions

B

This appendix includes frequently asked questions to help you resolve issues that
may arise when using the BrightStor ARCserve Backup Agent for Microsoft
Exchange and BrightStor ARCserve Backup Agent for Microsoft
Exchange-Premium Add-on. To help you quickly find the information you need,
this appendix is divided into the following categories:

m  General
m  Database Level Backup and Restore
m  Document Level Backup and Restore

m  Brick Level Backup and Restore

General

Question:

What BrightStor ARCserve Backup agents and options do I need to protect my
Exchange Server?

Answer:

The following agents and options can be used to protect different parts of your
Exchange Organization:

m  BrightStor ARCserve Backup Agent for Microsoft Exchange — Includes
Database and Brick Level backup and restore. Database Level backup and
restore protects the Exchange Server database and logs. Brick Level backup
and restore lets you perform folder-level backup and restore.

m  BrightStor ARCserve Backup Agent for Microsoft Exchange-Premium
Add-on —Includes Database Level and Document Level backup and restore.
Database Level backup and restore protects the Exchange Server database and
logs. Document Level backup and restore, which is only available with this
add-on, eases and expedites many administrative tasks and maximizes
flexibility by offering the most granular level of restore.
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General

m  BrightStor ARCserve Backup Agent for Windows — Protects files and system
state, including Active Directory. It is important to protect Active Directory
when using Exchange Server 2000 and 2003 because it stores mailbox and user
information. BrightStor ARCserve Backup Agent for Windows also protects
your domain controllers, which are equally as important to protect as your
Exchange Server.

m  BrightStor ARCserve Backup Disaster Recovery Option—In the event of a
disaster, the BrightStor ARCserve Backup Disaster Recovery Option recovers
the machine to the last full backup state.

Question:

Do I need BrightStor® ARCserve® Backup Agent for Open Files to protect my
Exchange Server if I am using the BrightStor ARCserve Backup Agent for
Microsoft Exchange?

Answer:

No. BrightStor ARCserve Backup Agent for Open Files is beneficial when you
want to protect files that are open or in use by active applications. Because the
BrightStor ARCserve Backup Agent for Microsoft Exchange is an
application-specific agent, dedicated to protecting Microsoft Exchange, it offers a
complete and robust solution that encompasses all the features offered by
BrightStor ARCserve Backup Agent for Open Files.

Question:

Do I need an email client like Microsoft Outlook installed on the Exchange Server
I am backing up?

Answer:

No, it is not a requirement that you have an email client on the Exchange Server
you are backing up.
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General

Question:

If I add new objects that I want to back up, like a mailbox, to my Exchange
Organization after I submit a backup job, do I need to resubmit the job to include
the new objects?

Answer:

It depends on how you originally packaged the job. If you used dynamic job
packaging, your new objects will be included because the contents of what you
selected are determined when the job runs. If you used explicit job packaging, you
must resubmit the job to include your new objects because the contents of what
you selected are determined at the time the job is packaged. For more information
on dynamic and explicit job packaging, see Packaging Your Jobs in the BrightStor
ARCserve Backup Getting Started.

Question:
What is the M drive (ExIFS) and do I need to back it up?
Answer:

The M drive is a virtual drive that exposes Exchange Server 2000 mailboxes and
public folders. It is simply a view of Exchange Server 2000 and not a physical drive,
so you do not need to back it up, which is why it is skipped when you perform a
backup job using the Client Agent for Windows.

Question:

Why are the names of the standard folders in my mailbox displayed in a different
language?

Answer:

Most standard folders are created and named using the language of the first client
to access them. For example, if the first client you use to access a new mailbox is a
French client, standard folders like the Inbox or Sent Items are given French names.
For more information, see the Microsoft Q Article 188856 on the Microsoft web site.
For more information about controlling the language that is used, see the Create
mailbox if not existing option under the Restore Options section in the chapter
“Document Level Backup and Restore.”
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Database Level Backup and Restore

Question:

When performing a Database Level restore, when should I use the Apply existing
logs option?

Answer:

You should use the Apply existing logs option if you are restoring to the original
server you backed up from and you believe the transaction logs are all sequentially
present and not corrupt. Do not use this option if you are restoring to a different
server or if have a reason to believe that any of the existing transaction logs on the
server you are restoring to are missing or corrupt. If you enable this option and the
agent detects that logs are out of sequence, the agent automatically disables it so
that the job does not fail.

Question:

If I perform a Document Level backup or Brick Level backup, do I still need to
perform a Database Level backup?

Answer:

Yes. Database Level backup is the fundamental backup for your Exchange Server,
and you should always use it regardless of whether you use one of the other
granular backup types. You can use Database Level backups to restore Exchange
Server in the event of a system failure, database corruption, or disaster recovery
situation.

Question:

When should I perform full database backups?

Answer:

In addition to the full database backups you perform during your weekly backup
strategy, perform full database backups after installing service packs, after

performing restores, and after changing the Circular Logging setting on your
Exchange Server.
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Question:
Can I restore to the Recovery Storage Group?
Answer:

Yes, but only when using Database Level Restore with Exchange Server 2003. For
more information on the Recovery Storage Group, see your Exchange Server
documentation

Document Level Backup and Restore

Question:
What is Single Instance Storage?
Answer:

Single Instance Storage is the method Exchange Server uses to process messages.
This method stores only one copy of a message, links it to multiple recipients in the
Information Store, and uses references to the message in each recipient's mailbox.
Single Instance Storage applies to individual attachments and other message
components.

The backup and restore products that you can use to protect your Exchange Server
support varying levels of Exchange Server’s Single Instance Storage:

m  No Single Instance Storage — Without Single Instance Storage, an Exchange
Server is scanned mailbox-by-mailbox and copies of individual message
bodies and attachments are backed up as they arrive, without any regard for
data that may have been backed up already.

m  Partial Single Instance Storage — Partial Single Instance Storage support
backs up attachments only once, but continues to back up other message
components, like message bodies, every time they are referenced. This
translates into large amounts of unnecessary backup duplication because most
messages do not include attachments, but all messages include message
bodies and other message components.

m  Complete Single Instance Storage — Complete Single Instance Storage checks
to see whether each attachment, message body, and other single instance
components of a message have been backed up already, and backs up only one
copy. This is the fastest and most efficient solution because it removes
unnecessary backup duplication and maximizes performance.

Document Level backup and restore supports Complete Single Instance
Storage. Brick Level backup and restore does not support Single Instance
Storage.
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Question:

What setting should I select for the log level detail when I am configuring for
Document Level backup and restore?

Answer:

The log detail level determines the level of detail in the debug trace and log. This
does not affect the level of detail in the Activity Log in the BrightStor ARCserve
Backup Manager. The default log detail level value is 1 and the supported range is
between 0 and 4. If you want to disable agent side logging, use 0. Otherwise, you
should always use level 1 unless you are instructed to raise the level by a trained
Computer Associates support technician for troubleshooting purposes.

Question:

When I restore a document to the same location using the Overwrite conflict
resolution option, why do I sometimes see duplicated messages?

Answer:

When a message is restored, a new message 1D is created and assigned to it.
Consequently, if you restore from one backup multiple times, you will see
duplicated messages.

Question:

Can I perform a Database Level backup at the same time as a Document Level
backup?

Answer:

Yes, you can perform a Database Level and Document Level backup at the same
time. You can also perform multiple Document Level backups at the same time,
and you can perform multiple Database Level backups at the same time by
running up to one job for each storage group.

Question:

If I perform a Document Level backup, is there any benefit in also performing Brick
Level backup?

Answer:

No.
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Question:

How can I tell how much space is saved by backing up with Complete Single
Instance Storage enabled?

Answer:

After you submit your backup job, you can go to the Job Status Manager and
double-click the active job to view real-time job properties. If you have Complete
Messaging Single Instance Storage enabled, all of the fields related to size will
reflect the size prior to single instance storage optimization. The actual size of the
backup after single instance storage optimization opens in the Activity Log and is
labeled “(xx)MB Written to Media”.

Brick Level Backup and Restore

Question:

How does antivirus software affect my Brick Level backup?

Answer:

There are several different types of antivirus software file systems and email virus
scanners that integrate with Microsoft Exchange Server. Only one of these types
may impact your Brick Level backups — AVAPI-based scanning. AVAPI-based
scanners scan each message as it arrives. Consequently, your scanners may slow
down your backups because the agent must wait for messages to be scanned
before it can perform the backup.

Question:

Can I manually configure the backup agent service account that is required for
Brick Level backup and restores?

Answer:

Yes. For instructions on how to manually configure, see the appendix “Manual
Configuration Information.”

Question:
What is MAPI and how does it relates to Brick Level backup and restore?
Answer:

Brick Level backups rely upon the Messaging Application Programming Interface
(MAPI) to access the items in the mailbox for backup.
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Question:

What hardware should I use on my Exchange Server to maximize the performance
of my backups?

Answer:

For Database Level backups, use faster disk drives. For Document Level backups,
use faster CPU speed, more memory, and more processors. For Brick Level
backups, use faster CPU and more memory. If you are performing remote backups
of your Exchange Server, network speeds may also play a significant role in the
maximum throughput.

Question:

What impacts the speed of Brick Level backups?

Answer:

The most time-consuming part of a Brick Level backup is extracting the data from
the Exchange Server through MAPI, which is a CPU-intensive operation.

Question:

How can I tell which backup agent service account is configured for Brick Level
backup and restores?

Answer:
Run the Exchange Agent Configuration Utility. The fields will be populated with

the configured backup agent service account information. If the fields are empty,
no account is configured.
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Appendix

Manual Configuration Information

C

After you install the BrightStor ARCserve Backup Agent for Microsoft Exchange,
you must set up a backup agent service account on your Exchange Server. The
backup agent service account grants the agent the authority to communicate with
the Exchange Server.

Setting up your Backup Agent Service Account Manually

To set up your backup agent service account manually, you must perform the
following steps:

1. Determine your backup agent service account requirements.
2. Determine your tasks.

3. Determine your environment.

4

Use the procedures in this appendix to set up your account.

Determining your Backup Agent Service Account Requirements

The requirements for your backup agent service account depend on the type of
backup and restore (Database Level backup and restore, Document Level backup
and restore, or Brick Level backup and restore) you will be using. To determine
these requirements, see Backup Agent Service Account Requirements in the
chapters “Database Level Backup and Restore, “ “Document Level Backup and
Restore, “ or “Brick Level Backup and Restore.”

Note: If you plan on using more than one type of backup and restore (for example,
both Database Level and Document Level), your backup agent service account
must meet the requirements for all types. Brick Level backup and restore
requirements include all of the requirements for Document Level backup and
restore and Database Level backup and restore. Document Level backup and
restore requirements include all of the requirements for Database Level backup
and restore.
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Setting up your Backup Agent Service Account Manually

Determining your Tasks

After you decide on your backup agent service account requirements, you must
determine your tasks. Depending on your requirements, you must perform one or
more of the following tasks:

m  Create a user

m  Create a mailbox
m  Add groups

m  Addrights

m  Delegate roles

Determining your Environment
Each task you must perform to manually set up your backup agent service account
is dependant on one or more of the following factors:
m  The version of Exchange Server you are using;:
- Exchange Server 5.5
- Exchange Server 2000 or 2003
m  The version of Windows you are using:
- Windows NT
- Windows 2000 or 2003
m  The type of server you are using;:
- Domain controller

- Member server:

Using the Procedures to Set up your Account

The following sections are divided into tasks. Each task includes different
procedures based on the environment. Select the tasks and environments that
match your needs and use the corresponding procedures to manually set up your
backup agent service account. Also, for additional configuration considerations,
see Additional Configuration Settings.
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Users

Use one of the following procedures to set up a user.

Important! If you already have a domain account, you do not have to create a user. You
can use the domain account as your backup agent service account. To do this, simply use
your domain account to set up a mailbox, add groups, add rights, and delegate roles.

Creating a User for all Versions of Exchange Server on a Windows 2000 or 2003
Domain Controller

To create the backup agent service account:

1. On your domain controller, from the Start menu, select All Programs,
Administrative Tools, and select Active Directory Users and Computers.

ctive Directory Users and Computers

@ File  Action Yiew ‘Window Help
o amlie X rRBE R eRhvEE

@ Active Directory Users and Computers [exch2003n1.e2k3.com] | Users 27 ohjects

D Saved Queries Mame  / | Type | Description
E@ 32k3.c.0|.'n ﬂ Administrator User Built-in account For admini. ..
8 BC:IL:I:uters ﬂ ASPNET User Account For running ASP....
(@] Domain Contrallers !ﬁCert Publishers  Security Group ... Members of this group are...
D ForeignSecurityPrincipals ﬂ dbagent User
_____ @Debugger Users Security Group ... Debugger users can debu, ..
Dnsadmins Security Group ... DNS Administrators Group

!ﬁDnsUpdatePr. .. Security Group ... DMS clients who are permi...
@Domain Admins  Security Group ... Designated administrators. .,

Domain Comp...  Security Group ... All workstations and serve...
@Domain Contr... |Security Group - Global |[domain controllers in th...
@Domain Guests  Security Group ... Al domain guests

Domain Users  Security Group ... All domain users
@Enterprise Ad... Security Group ... Designated administrators, .,
@Exchange Do...  Security Group ... Microsoft Exchange Domai...

Exchange Ent... Security Group ... Microsoft Exchange Enter. ..
1 | | ’l @Group Palicy ... Security Group ... Members in this group can...

2.  When the Active Directory dialog opens, expand the Active Directory Users
and Computer tree and click Users.
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3. From the Action menu, select New, User.
N |

g Create in:  e2k3.com/Users

First name: Idbagent Initials:
Last name: I
Full name: Idbagent

User logon name:
Idbagent I @e2k3.com j

Uzer logon name [pre-windows 2000]:
|E2K3\ Idbagent

< Back I Mest » I Cancel |

4.  When the New Object - User dialog opens, in the First name field, enter a name
for your backup agent service account, enter a User logon name, and then click
Next.

| New Object - User I

g Create in:  e2k3.com/Users

Password: quu

LConfirm pazsword: quu

™ User must change password at nest logon
™ User cannat change password
V' Password never expires

™ Account is disabled

< Back I Mest » I Cancel |

5. Enter a password, confirm the password, enable the Password never expires
option, and then click Next.

6. Click Finish.
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Creating a User for all Versions of Exchange Server on Windows NT Domain

Controller

To create the backup agent service account:

1.

On your Exchange Server, from the Start menu, select All Programs,
Administrative Tools (Common), User Manager for Domains.

From the User menu, select New User.

Usermname: Idbagent

Add

Full M ame: I

Cancel |

Description: I

Help |

Password: I

LConfirm
Password: I

™ User Must Change Password at Mest Logon
™ User Cannot Change Password

¥ Password Never Expires

™ Account Disabled

& o =k
Groups Frafile Hours Logon Ta

52N

Account

Dialiry

1

3. Enter a user name, password, confirm your password, disable the User Must
Change Password at Next Logon option, and enable the Password Never

Expires option.
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Mailboxes

Use one of the following procedures to set up a mailbox.

Creating a Mailbox for Exchange Server 2000 or 2003 on a Windows 2000 or 2003

Domain Controller

To create an Exchange Server mailbox for the backup agent service account:

1. On your domain controller, from the Start menu, select All Programs,
Administrative Tools, and select Active Directory Users and Computers.

-.? Active Directory Users and Computers

@ File  Action Yiew ‘Window Help

o amlie X rRBE R eRhvEE

@ Active Directory Users and Computers [exch2003n1.e2k3.com] | Users 27 ohjects

D Computers
{&5] Domain Controllers

D ForeignSecurityPrincipals ﬂ dbagent User

!ﬁCert Publishers  Security Group ...

@Debugger Users Security Group ...
Dnsadmins Security Group ...
!ﬁDnsUpdatePr. v Securiby Group ..,
@Domain Admins  Security Group ...
Domain Comp,..  Secarity Groop ..,
@Domain Conkr... Security Group ...
@Domain Gueskts  Security Group ...
Domain Users Security Group ...
@Enterprise Ad... Security Group ...
@Exchange Do... Security Group ...
Exchange Ent... Security Group ...
4 x| @Group Policy ... Security Group ...

D Saved Queries Marme  / | Tvpe | Description
E@ ék;;.c.lotl.'n € administrator  User Built-in account for adrmini. ..
LN ﬂ ASPMET User Account For running ASP....

Members of this group are. ..

Debugger users can debu..,
DNS Administrators Group
DNS clients who are permi...
Designated administrators, ..
All workstations and serve...
All domain controllers in th...
All domain quests

All domain users

Designated administrators, ..

Microsoft Exchange Domai, ..

Microsoft Exchange Enter...
Members in this group can...

|

2.  When the Active Directory dialog opens, expand the Active Directory Users

and Computer tree and click Users.

3. From the Action menu, select New, User.

New Ob:

g Create in:  e2k3.com/Users

First name: Idbagent Initials:
Last name: I
Full name: Idbagent

User logon name:
Idbagent I @e2k3.com j

Uzer logon name [pre-windows 2000]:
|E2K3\ Idbagent

< Back I Mest » I Cancel
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4.  When the New Object- User dialog opens, in the First name field, enter a name
for your backup agent service account, enter a User logon name, and then click
Next.

New Object - User B3

g Create in:  e2k3.com/Users

Password: quu

LConfirm pazsword: quu

™ User must change password at nest logon

™ User cannat change password

™ Account is disabled

< Back I Mest » I Cancel |

5. Enter a password, confirm the password, enable the Password never expires
option, and then click Next. If you have Exchange Server installed, the
following dialog opens.

New Object - User B3

g Create in:  e2k3.com/Users

V¥ Cieate an Exchange mailbox
Alias:
Idbagent

Server
lﬁst Organization/First Administrative Group/EXCH2003M1 j

Mailbox Store:
| First Storage Group/Mailbios Store [EXCH2003N1) |

< Back I Mest » I Cancel
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6. Make sure the Create an Exchange mailbox option is enabled. In the Alias
field, the User Logon name is automatically displayed. If you want to change
it, enter a new name. In the Server field, select the server you are going to
install on. In the Mailbox Store field, select a mailbox store. Click Next.

New Object - User B3

g Create in:  e2k3.com/Users

‘wihen vou click Finish, the following object will be created:

Full name: dbagent ;I
User logon name: dbagent@e2k3.com
The password never expires.

A Microzoft Exchange mailbox will be created on:
EXCH2003M1 /First Storage Group/Mailbox Store [EXCH2003M1)

-]

< Back I Finizh I Cancel |

7. Confirm your selections and click Finish.

Note: After you finish creating your backup agent service account and mailbox,

you should log into this account by using Outlook or by sending an email to the
account to finalize the mailbox.
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Creating a Mailbox for Exchange Server 5.5 on any Windows Domain Controller or

Member Server

To create an Exchange Server mailbox for the backup agent service account:

1.

6.

From the Start menu, select Programs, Microsoft Exchange, Microsoft

Exchange Administrator.

When the Microsoft Exchange Administrator dialog opens, in the left pane,

select Recipients and, from the File menu, select New Mailbox.

dbagent

Delivery Restrictions I Delivery Options I Frotocols I Custom Attributes I Limitz I Advanced
General | Organization I Fhone/Motes I Permizzions I Diistribution Lists I E-mail Addresses

Mame
First: Idbagent Initials: I
Dizplay: Idbagent

Last: I
Alias: Idbagent

Address: |

City: l—
State: l—
Zip Code: l—
Country: l—

Frimary ‘Windows MT Account... |

Title: 7
Company: l—
Department: l—
Office: 7
Aszsistant: l—
Fhone: l—
|

When the Properties dialog opens, enter a unique name for the mailbox in the
First field.This name auto populates the Alias field. The alias name must not
be a subset of any other mailbox alias. Click Primary Windows NT Account.

Primary Windows NT Account

& Eelect an existing Windows NT account

" Create a new 'Windows NT account

QK I Cancel | Help |

When the Primary Windows NT Account dialog opens, make sure Select an
existing Windows NT account is selected, and then click OK.

When the Add Users and Groups dialog opens, in the List Names From field,
select the appropriate domain. In the Names list, select the name of your
backup agent service account, click Add, and then click OK.

Click OK.

Note: After you finish creating your backup agent service account and mailbox,
you should log into this account by using Outlook or by sending an email to the
account to finalize the mailbox. enter information in all fields in the Name section,
and then click the Primary Windows NT Account button.
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Groups

Use one of the following procedures to add groups.

Adding Groups for all Versions of Exchange Server on a Windows 2000 or 2003
Domain Controller

To add groups:

1. On your domain controller, from the Start menu, select All Programs,
Administrative Tools, and select Active Directory Users and Computers. From
the Active Directory Users and Computers dialog, in the right pane, right-click
your new account name and select Properties.

dbagent Properties EHE
Terminal Services Profile I COM+ I Exchange General
E-mail Addresses I Exchange Features I Exchange Advanced
General | Address I Account I Frafile I Telephones I Organization
Member Of | Dialin I Environment I Sessions I Remate control
Member of:
Mame Active Directory Folder

Add... | Bemove |

Frimary group: Domain Uzers

it B (e There iz no negd to chgnge Frimary group u_nless
_—HI you have Macintozh clients or POS[=-compliant

applications.

QK I Cancel | Lpply | Help |

2. When the Properties dialog opens, click the Member Of tab and click Add.
foectGows W]

Select thiz object type:

IGroups or Built-in security principals Object Types... |

Erom this location:

|e2k3.com Locations... |

Enter the object names to select [examples):

Diomain Adming LCheck Mames |

Advanced... | QK | Cancel |

2|
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3.  When the Select Groups dialog opens, type Domain Admins in the “Enter the
object names to select” field and click OK.

Note: If your Exchange Server is your domain controller, you must also select
Administrators and Backup Operators.

dbagent Properties

[ 7]x]

Terminal Services Profile I COM+ I Exchange General
E-mail Addresses I Exchange Features I Exchange Advanced
General | Address I Account I Frafile I Telephones I Organization

Member Of Dialin I Environment I Sessions I Remate control
Member of:
Mame Active Directory Folder

Diamain &dming m/ 3
Domain Users e2k3.com/Users

Add... | Bemove |

Frimary group: [romain Admins

Set Primary Group | There iz no need to change Primary group unless

you have Macintozh clients or POS[=-compliant
applications.

QK I Cancel | Apply | Help |

4. When the Properties dialog reappears, select Domain Admins and click Set

Primary Group. Next, select Domain Users, click Remove, click Yes, and then
click OK.
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Adding Groups for all Versions of Exchange Server on a Windows 2000 or 2003

Member Server

To add groups:

1. Right-click My Computer and select Manage.

J Action Wiew |J¢' -b||||§

E Computer Management .

=10l x|

Tree I

@ Computer Management (Local)
Em System Tools

i : Event Yiewer

% Syskem Information

g Shared Folders
5, Device Manager

[=-#7 Local Users and Groups

[ Users

E@ Skorage
- (1) Disk Management
@ Disk Defragmenter
= Logical Drives

i &1--@ Removable Storage
& Services and Applications

Performance Logs and Alerts

Mame

| Descripkion

gndministrators

gBackup Operators
Guests

gPower Users

gReplicator

Administrators have complete and ...
Backup Operators can override secu. .,
Guests have the same access as me...
Power Users possess most administr. .,

Supports file replication in a domain

Users are prevented from making ac...
Members in this group are allowed to, ..

Groups object and click Groups.

In the right-pane, double-click Administrators.

When the properties dialog opens, click Add.

When the Computer Management dialog opens, expand the Local Users and

When the Select Users or Groups dialog opens, in the Look in field, select the

appropriate domain. Next, in the Name column, select the name of your
backup agent service account, click Add, and then click OK.

account is displayed in the Members list. Click OK.

double-click Backup Operators and repeat steps 4 through 6.

When the Properties dialog reopens, the name of your backup agent service

When the Computer Management dialog reopens, in the right-pane,
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Adding Groups for Exchange Server 5.5 on a Windows NT Domain Controller or
Member Server

To add groups:

1. From the User Manager, double click your backup agent service account from
the Username list and, when the User Properties dialog opens, click Groups to
specify the group assignments for the new account. Select Administrators,
Backup Operators, and Domain Admins from the list at the right, and click
Add. Select Domain Admins and click Set. Select Domain Users, click
Remove, and then click OK.

Note: If this Exchange Server is a member server, you do not have to add
group membership to the Domain Admins. Set the Primary Group to

Administrators.
Uzer:  dba 0K

Cancel

Help

dis

Mot member of:

Remave ->| ‘_

Set | Frimary Group:  Domain Uzers

2. In the New User dialog, click Add.

Account Operators | &
Adminizstrators
Backup Operators
Domain Adming
Domain Guests

LD

L

-

3.  When the properties dialog opens, click OK.
4. When the New User dialog reopens, click Close.

When the User Manager dialog opens, your new account is listed in the Username
column.
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Rights

Use one of the following procedures to add rights.

Adding Rights for all Versions of Exchange Server on a Windows 2000 or 2003
Domain Controller or Member Server

1.

On your Exchange Server, select Start, Programs, Administrative Tools,
Domain Security Policy.

Note: If your Exchange Server is a member server, select Local Security Policy
rather than Domain Security Policy.

When the security settings dialog opens, in the left pane, expand Local Policies
and select User Rights Assignment.

In the right pane, double-click Act as part of the operating system.
When the security policy setting opens, click Add.

When the Select Users or Groups dialog opens, in the Look in field, select the
appropriate domain. Next, in the Name column, select the name of your
backup agent service account, click Add, and then click OK.

Local Effective

Azzigned To Paolicy Setting Paolicy Setting
E2Kiest12 =l
E2KAtest1l _
E2KAbest10
E 2k kest
E2KAe
E 2K \zampled
E 2k zample3
E2Ktsamole2 m =

Add...

If domain-level policy settings are defined, they override local policy settings.

oK I Cancel
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6. When the security policy setting dialog reopens, in the Assigned To field,
locate the name of your backup agent service account, place a check mark next
to it in the Local Policy Setting column, and then click OK.

Notes:

m If you are modifying a Local Security Policy, effective Policy settings are
updated when you log in to the server. To update your Effective Policy
setting, log out and log back in.

m If you are modifying a Local Security Policy, the current Effective Policy
setting may have been inherited from policies within the domain. If this is
the case, those domain policies have to be changed.

7. Repeat steps 3 through 6 for the Log on Locally and Log on as Service rights.
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Adding Rights for Exchange Server 5.5 on a Windows NT Domain Controller or

Member Server

1.

From the User Manager, highlight your new account name and, from the
Policies menu, select User Rights.

User Rights Policy E
Domain:  DOMAIN

j Cancel |
Help |
] ]

ckup Dperators
create] [createl] —I Add... |
LI Bemove |

Right: IAct az part of the operating system

Grant To:

jack 26 [jack2E)
ka [ka)

¥ Show Advanced User Rights

When the User Rights Policy dialog opens, enable the Show Advanced User
Rights option and, in the Right field, select Act As Part of the Operating
System, and then click Add.

Add Users and Groups E
List Mames From: I@DDMAIN* j
Mames:
Al Users ;I

Everpone
Guests

B INTERACTIVE

Uszers granted guest access to the comg
Usgers accessing thiz object locally

2.- METWORE Uszers accessing thiz object remotely
Frint Operators Members can administer domain printers
Feplicator Supports file replication in a domain
Server Operators Members can administer domain servers
Uszers Ordinary users hd

Aidd | Show Users Iembers... Search... |
Add Mames:
DOMAINdbagen] =]
QK I Cancel | Help |

When the Add Users and Groups dialog opens, in the List Names From field,
select the appropriate domain and click Show Users. In the Names list, select
the name of your backup agent service account, click Add, and then click OK.

When the User Rights Policy dialog reopens, repeat steps 9 and 10 for the Log
on Locally and Log on as Service rights.
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Roles

Use one of the following procedures to delegate roles.

Delegating Roles for Exchange Server 2000 or 2003 on a Windows 2000 or 2003
Domain Controller or Member Server

To assign permissions for the backup agent service account:

1. On the Exchange Server, from the Start menu, select All Programs, Microsoft
Exchange, System Manager.

2. When the Exchange System Manager dialog opens, right-click the name of
your organization and select Delegate control.

Welcome to the Exchange
Administration Delegation
Wizard

Thiz wizard helpz you delegate control of Exchange
configuration objects in Active Directory. You can
azzign the task of managing different parts of Exchange
ta different users.

To continue, click Next.

Cancel |

Users or Groups
Select one or more ugers or groups to whom you want to delegate contral, S

Users and groups:

Mame | Fiole |

A E2K M admiristrator E=change Full &dministrator

add. | | Edi. || Bemeve |

< Back I Mest » I Cancel |
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4. When the Users or Groups dialog opens, click Add.
Pecgotecora ——————————————

Group [recommended) or User:

Eole:

Browse. .. |

I Exchange View Only Administrator

=

Fiole description

infarmation.

The zelected group or uzer can view Exchange configuration

(i];8

Cancel |

5. When the Delegate Control dialog opens, in the Group filed, click Browse.

Select thiz object type:

Select Users, Computers or Groups ﬂ E I

IUser or Other object

Erom this location:

Object Types... |

IEntire Directory

Enter the object name to select [examples):

Locations... |

dbagent

Advanced... |

LCheck Mames |

oK I Cancel |
2

6. Enter the name of your Backup Agent System Account and click OK.

| Delegate Control I

Group [recommended) or User:

|E2K3\dbagent

Eole:

g Full Administrato

Browse. .. |

Fiole description

information and modify permissions.

The zelected group or uzer can fully administer Exchange system

7.  When the Delegate Control dialog reopens, in the Role field, select Exchange
Full Administrator and click OK.

The name of your account opens in the Users and groups field.
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Exchange Administration Delegation Wizard B3

Users or Groups

Select one or more ugers or groups to whom you want to delegate contral,

Users and groups:

Mame | Fiole

A, E2K administrator
P8 E O dbagent

Exchange Full Administrator
Exchange Full Adminizstrator

sad.. | Ede. | Remove |

< Back I Mest » I

Cancel |

8. Click Next.
9. Click Finish.

Delegating Roles for Exchange Server 5.5 on any version of Windows Domain

Controller or Member Server

After you create your backup agent service account and mailbox, you must assign
permissions to this account so that it has control over the mailboxes in Exchange
Server. You must assign permissions at the following levels of the organization

tree:

Organization

Site

Configuration
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To assign permissions for the backup agent service account:

1. From the Start menu, select Programs, Microsoft Exchange, and Microsoft
Exchange Administrator.

2. When the Microsoft Exchange Administrator dialog opens, select the
Organization name in the left pane and, from the File menu, select Properties.

3. When the properties dialog opens, click the Permissions tab, and then click
Add.

4. When the Add User or Group dialog opens, in the List Names From field,
select the appropriate domain. In the Names list, select the name of your
backup agent service account, click Add, and then click OK.

Configuration Properties

General  Permissions l Service Account Passwordl

&) Configuration

—Windows NT accounts with permizzion:

Add...

a Bemove |

Foles

i Service Account Admin. L‘

Qg I Cancel | Spplie | Help I

5. When the properties dialog reopens, in the Account list, select the name of
your backup agent service account. Next, in the Roles field, select Service
Account Admin, and then click OK.

6. When the Microsoft Exchange Administrator dialog opens, repeat steps 2 to 5
for the Site and Configuration levels of the organization tree.
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Additional Configuration Settings

The following sections include additional configuration considerations,
depending on your environment.

Additional Considerations for Member Servers

If your Exchange Server is on a member server, you may need to add the backup
agent service account to the same groups and rights on the domain controller,
depending on the domain controller security policies and the OU security settings.

Additional Considerations for Multiple Domains

If your Exchange Server is running on a network that has multiple domains and
you want to create the backup agent service account in a different domain than the
domain where your Exchange Server is located, add the groups and rights in both
domains.

Granting Additional Rights in Exchange Server 2000

Exchange Server 5.5 included a Service Account that allowed unrestricted access
to all mailboxes. To enhance security, Exchange Server 2000 did not include this
Service Account. As a result, if you need unrestricted access to all mailboxes in
Exchange Server 2000, your account is a member of Domain Admins, and your
other security settings do not give you this access, use the following procedure:

Note: If your account is not a member of Domain Admins, see the Microsoft web
site for Microsoft Knowledge Base Article 262054, XADM: How to Get Service
Account Access to All Mailboxes in Exchange 2000.

1. Go to Start, All Programs, Microsoft Exchange, System Manager, and select
System Manager.

2. When the Exchange System Manager dialog opens, in the left pane, expand
Administrative Groups until you find the mailbox store or public folder store
for which you want to have full mailbox access.
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3. Right-click mailbox store or public store, select Properties. When the
properties dialog opens, click the Security tab.

Note: If you do not see the Security tab, see the Microsoft web site for
Microsoft Knowledge Base Article 259221, XADM: Security Tab Not Available on
All Objects in System Manager.

General I [atabase I Limitz | Full-Text Indexing |
Details I Palicies Security
Mame [~ ...
€ Administrator (E2K\Administrator)
! dbagent [dbagen .com] ml
!ﬁ Dromain Admins (E 25D omain Adming]
!ﬁ Enterprize Admins [E2KAEnterprize Admins]
e 0
Permiszions: Allow Deny
Open mail send queus O ;I
Adminizter information store O
Create named properties in the information store O
Wiew information store status O
Receive Az
Send Az ﬁ

Advanced... |

= Allow inheritable permissions from parent to propagate to this

ohject
QK I Cancel | Lpply | Help |

4. In the Name column, select the name of your backup agent service account.
Next, in the Permissions box, place a check mark in the Allow box next to the
Receive As and Send As permissions, and then click OK.

Note: When you place a check mark in the Allow box, it overrides the Deny
box, but only at the level where you are granting permission. For example, if
you are granting permission for a mailbox store, the permission applies only
to the mailbox store and not to its parent or children objects.

5. Repeat steps 2 through 4 for each database object you want to have full
mailbox access to.

Alternative Configuration Settings for Exchange Server 2000 and 2003

If you plan on using Document Level backup and restore or Brick Level backup
and restore, and you are using Exchange Server 2000 and 2003 and do not want to
assign your backup agent service account to the Domain Admins group, use the
following procedure:

1. Create a domain account on the domain controller.
2. Create a mailbox on the server you want to install the agent on.

3. Add the backup agent service account to the Administrators group on the
Exchange Server.
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® N o O

Add the backup agent service account to the Exchange Services or Exchange
Domain Servers groups.

Delegate Control in the Exchange Organization.
(Only for Brick Level backup and restore) Grant the Log on Locally right.
(Only for Brick Level backup and restore) Grant the Log on as a service right.

(Only for Brick Level backup and restore) Grant the Act as part of operating
system right.
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Appendix

Server Configuration Worksheet

D

To limit the amount of time you spend troubleshooting restore issues during a
disaster recovery, consult the Exchange System Manager to gather information
and complete the following worksheet for each Exchange Server 2000 and 2003
server in your Exchange organization.

Note: The information you enter into the worksheet is case sensitive.
When restoring to an alternative location, information in all fields in this

worksheet except the Server Name field must be the same on the server you are
restoring to.
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Server Name:

Exchange Server Version,
Service Pack, and Patches:

Exchange Organization Name:

Administrative Group Name:

Storage Group Name: Database Store Names:
Storage Group Name: Database Store Names:
Storage Group Name: Database Store Names:
Storage Group Name: Database Store Names:

LegacyExchangeDN Value:

Note: See the Microsoft web site for information on how to determine the
LegacyExchangeDN value.
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configuring
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Database Level backup and restore, 2-9
Document Level backup and restore, 2-13

copy backup, 3-5, 3-26
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Database Level backup, 6-4

Database Level backup (Exchange Server 2000 and
2003), 3-3

Database Level backup (Exchange Server 5.5), 3-24
Database Level backup and restore, 1-3, 1-5, 3-1, B-4

Database Level restore (Exchange Server 2000 and
2003), 3-13

Database Level restore (Exchange Server 5.5), 3-31
differential backup, 3-5, 3-26, 4-8

Directory, 1-2, 3-1, 3-23

disaster recovery, 3-22

dismounting, 3-13

Document Level backup, 4-5, 6-5

Document Level backup and restore, 1-5, 4-1, 6-6,
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Document Level restore, 4-19

filters, 4-10
full backup, 3-4, 3-25, 4-8

incremental backup, 3-5, 3-26, 4-8
Information Store, 1-2, 3-1, 3-23
installing, 2-1, 2-2

IS See Information Store

K

Key Management Service, 3-1, 3-2
KMS See Key Management Service

M

MAPI See Messaging Application Programming
Interface

Messaging Application Programming Interface, 1-3
multi-threading, 4-2
Multiple streaming, 3-5, 4-13

o

online backups, 6-3

P

private information store, 1-2

public information store, 1-2

restore options
Brick Level restore, 5-7

Database Level restore (Exchange Server 2000
and 2003), 3-16

Database Level restore (Exchange Server 5.5),
3-34
Document Level restore, 4-21

restore sets, 3-15, 3-32, 4-20, 5-6

restoring
Brick Level restore, 5-5

Database Level restore (Exchange Server 2000
and 2003), 3-13

Database Level restore (Exchange Server 5.5),
3-31
Document Level restore, 4-19

scanning, 3-9, 3-28

Single Instance Storage, 1-3, 1-5
SIS See Singe Instance Storage
Site Replication Service, 3-1, 3-2
SRS See Site Replication Service

system requirements, 2-1
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